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Cybersecurity Certification — Why Now?

Why should we care about developing
DER cybersecurity certification now?

Solar is 3% of todays electricity A national or international cybersecurity
generation certification standard can aid industry

Rooftop and small solar in the takehold t luat L e ———
Western Interconnection is stakenolders to evaluatle and validate the

approximately 30,000 MW cybersecurity posture of the DER devices

This represents about 65% of all solar before they are connected to the electric grid.
in the west, none of which is required

to follow NERC CIP

CNN Reuters

Biden administration says solar Solar energy can account for
energy has the potential to power 40% of U.S. electricity by 2035,
40% of US electricity by 2035 according to DOE

Nilsen, Ella. CNN.com, September 8, 2021. url Volcovici, Valeri. Reuters.com, September 8, 2021. url

NBC NERC

Nearly half of U.S. electricity Variable-energy resources
could come from solar by 2050, ....continue to be a significant
Biden administration component of new capacity

Lederman, Josh. NBC.com, September 8, 2021. url NREC Planning Committee Meeting, June 6, 2017. url

Photo by Dennis Schroeder, NREL 22168
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https://www.cnn.com/2021/09/08/politics/solar-energy-doe-report-climate/index.html
https://www.reuters.com/business/energy/biden-administration-set-goal-45-solar-energy-by-2050-nyt-2021-09-08/
https://www.nbcnews.com/politics/politics-news/nearly-half-u-s-electricity-could-come-solar-2050-biden-n1278710
https://www.nerc.com/comm/PC/Agenda%20Highlights%20and%20Minutes%202013/Draft_PC_Meeting_Agenda-June_6-7_2017_San_Diego_CA.pdf
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The UL cybersecurity
certification standard will:

.
Build on past work
- — 2900-1
Map and leverage security — —
IEC 62351- IEEE 1547.3
8,-9,-11,-12
—~

requirements from industry
S
and software

best practices for hardware
_ _ . ’fgi CTA-2088
Provide an information hub Cre | J

for DER Industry stakeholders

. i . CSIP )
Establish “Security by Design”  JeIEE J
Guide

UL will lead development of
the cybersecurity certification
standard.

Note: All these standards serve a different purpose.
The UL cybersecurity certification standard will not replace them by any means.
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e The requirements will provide a single unified
approach for testing and certification of DERs
in advance of deployment.

UL and NREL Announce Cybersecurity Testing
Recommendations for Distributed Energy Resources
and Inverter Based Resources

e The certification will be applicable to
generation and energy storage technologies.

e UL and NREL are actively developing the OOI.

¢ Feedback was received from 10 manufacturers,
a few utilities, and three national labs

e Publishing version 1 of OOl by end of year

e |n calendar year 2023, will have one more
round of formal feedback sonication

e To receive news and information, please visit
UL news.
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Research existing
standards, guides, and
competitive technologies
in the market.

Request an American
National Standard
designation from ANSI.

Assemble a balanced
committee for a
Standards Technical
Panel (STP).

Process from OOI to Certification
Standard

Define and translate
industry needs into
requirements for
inclusion in the standard.

Publish the Outline of
Investigation.

STP edits OOl and votes
on the draft.

Draft the Outline of
Investigation (OOlI).

Circulate draft OOI with
relevant experts.

Draft is published as an
ANSI Standard
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* Draft, subject to change

Organization and Engagement
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Draft vb

Testable requirements categorized into 11
domains

Addressed comments from industry, in final
reviews for vl

v1 publication end of December

Feedback from manufacturers,

installers/aggregators, utilities, and national
labs

Controls on public key infrastructure, access
control, and remote management

UL will serve on the advisory board and help
drive select committees and working groups to
advance key cybersecurity objectives.

UL’s goal is to structure cybersecurity and
promote adoption of the cybersecurity
certification standard.

RELIABILITY | RESILIENCE | SECURITY



NERC Benefits of a Cybersecurity

[P |
NORTH AMERICAN ELECTRIC = = =
RELIABILITY CORPORATION e I Ica Ion an ar

* Ensures DER devices have all five pillars of
cybersecurity: confidentiality, integrity,
availability, authentication, and non-
repudiation

* Supports federal and state mandates

* Establishes security by design in new DER
systems

 Creates an environment where the
baseline security posture of the DER
industry will be elevated
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Better coordination
between government
agencies and industry

stakeholders to enhance
DER Security.

Acceleration of public
awareness, education,
and training for
stakeholders about risks
associated with DERs.

What Needs To Be Done

Identification of risks Development of a
and addition of cybersecurity
incentives-based certification to ensure
programs to incorporate “security by design” for
DER security. new DER systems.
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Provides a baseline Provides cybersecurity Provides cybersecurity Provides engagement

for device-level guidelines for one or  certification requirements activities to bring together
security and informs  more distributed that IBR equipment shall individuals across industry,
the development of a  energy resources that support in a way that the academia, and government
cybersecurity are interconnected choice of implemented to exchange ideas and
certification standard with electric power technology is at the learn.

for DER stakeholders  system manufacturer’s decision.
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NERC Outcomes of Cybersecurity Standards Initiatives
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Provides test cases Provides practical Examines t{ve Provides near and
that can be used to cybersecurity <y be(secur/ty long-term ,
check, verify and requirements requirements for DER  recommendations to
/] .
validate cybersecurity ~ pertaining to the commes protocols, per lmprovet trust and
posture of DERs network components IEEI._-' .1547-2018 encryptIQn
supporting DERs revision mechanisms for DER
comms
L S— EPRLSECTRITY ARCHITECTURE FOR THE DASTRIBLITED: .
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Cartification Procedures for Data and i A T
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Roadmap of Next Steps

11

Publish the Outline of Investigation.
Develop appropriate third-party conformity
assessment programs for DER cybersecurity
testing and certification.

Develop white papers, a press release,
industry webinars, and related activities to
increase awareness.

Organize and host a DER cybersecurity
summit for thought leaders and key
stakeholders from national laboratories,
utilities, and the energy and renewables
industries to establish practical and
actionable plans to move forward.
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