BUILDING A SMARTER ENERGY FUTURE™

Zero-Trust Applications for the Grid (ZTAG)
CI/ CD + SPIRE (Distributed PKI) --> Grid

David Lawrence - Emerging Technology 7/ 1472022
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Defense in Depth |

The Path for Distributed Security at Duke Energy

There have been many successes for Distributed Intelligence to date and distributed security is the latest accomplishment
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Why pursue ZTAG?

The grid of the future must be designed, secured, and operated differently to mitigate increasing vulnerabilities

1. Zero-trust approach leveraging identity and mutual
transport layer security (mTLS)

2. Deploying and patching remote OT applications

3. Enabling and demonstrating end-to-end live Situational
Awareness

4. Configurable abstraction layers and common interfaces
drive interoperability

5. Hybrid Cloud / On-Prem microservices
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Current State

Key Opportunities in Grid Operational
Technologies (OT) |
Cybersecurity (ZTAG coming soon)
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CI/CD and Zero-Trust meets the Grid
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Future-proof the North-side with Kubernetes, SPIRE, and NATS

* Only trusted hardware can
effectively join the network.

* Only trusted applications can run
on trusted hardware.

* Trusted apps running on Trusted
HW get certificates ensuring both
parties are trusted when
communicating.

« Solution validates trusted apps and
hardware by refreshing short-lived
certificates and keys.

 Edge Devices will evolve and
adopt the Node architecture with
K3s, SPIRE, its App, and NATS.
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Distributed PKI with SPIFFE/SPIRE, Secure Pub/Sub with NATS

SPIFFE: SVID + Trust Bundle, Chain of Trust to CA /
\ NATS: Envoy Sidecar on each workload, mTLS communications with pre-configured NKey /_
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Key Outcomes

When wholly deployed the solution eliminates cybersecurity risk through a zero-trust approach to security

= Provides a Zero-trust environment

= Facilitates deploying and patching remote grid applications
= Enables end-to-end live Situational Awareness

= Drives interoperability

= Integrates with legacy devices
= Secures peer-to-peer communications at the edge
= Enables Distributed Intelligence (DI) grid applications
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Duke Energy: keeping the lights on so you can sleep peacefully!

“Working to Secure the Grid, One Distributed Autonomous
Function at a Time!”



Node Definition, Edge Compute...OpenFMB: Enabling DI
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5. No Field Interoperability! 5. True Field Interoperability!
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Policy Based Response to Sensor Inputs / Grid Behavior
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Only trusted hardware can
effectively join the network.

Only trusted applications can
run on trusted hardware.

Trusted apps running on Trusted
HW get certificates and/or keys
ensuring both parties are
trusted when communicating.

Solution validates trusted services
and hardware by refreshing
short-lived certificates and
keys.
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ZTAG at 1ts Core

ZTAG's architecture facilitates Container Orchestration and embeds Zero-Trust Security
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Microgrid Kube Cluster — Rancher View
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Detailed Analysis Results

Functional Deployment Objectives

The 22 DI use cases could be associated with a set of four Functional Deployment Objectives.

Capacity Management Voltage Management DER Management Utility Operations
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DER Circuit Segment Management

Baseload Storage Monitoring/Mgmt.
Peak Power Management

DER Forecasting w/ Meters

DER Forecasting w/ Weather Stations
DER Optimization (Cust. Inverter)
DER Optimization (DE Inverter)
Demand Response Optimization

PCC Monitoring/Mgmt./Opt. (DE pgrid)
PCC Monitoring/Mgmt. (Cust. pgrid)
Volt/VAR Management

Grid Connectivity Discovery

Remote Device Configuration v
SCADA Point Aggregation

Enhanced COMS Network Ops. Status
Improve Asset Maint. Practices
Localized Protection Alarms & Events
Self Healing Radial Network

Solar Smoothing v
Solar Smoothing (+Battery) 4
Inadvertent Island Detection

DER Integration & Interconnection
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Analysis Results

Overall Value of distributed intelligence (DI) to DEC

The analysis shows that DI technologies could provide a benefit-cost ratio of 1.17 to Duke Energy Carolinas
(DEC) service territory.

Present Values* of Benefits and Costs of DI

= NPV = $195M 0
E )
N~ 1,200 NPV = $195M
= Qverall benefit present value = $1,315M S 1 000
é 800
= QOverall cost present value = $1,120M g 600
g 400
—> Benefit-Cost Ratio = 1.17 ‘% 200
(&)

Benefit Cost
* Analysis period of 2018 - 2035
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