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= Existing operational framework is insufficient to

deal with the evolving challenges of extreme high T
(100%) power electronics (PE)-interfaced grid s —
= Lower of inertia § ioing famoork
» |arger transients at fast (electromagnetic) timescales E
= Higher uncertainties in power generation 7
= Reduced stability and safety margins tateoftheart  mediomihiah o

PE penetration——

*Source: EU MIGRATE Report

... heed transformational change to achieve extreme high >75% PE penetration
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, L ; L
I _e,””" ;’“ fYYJY\ Vﬁ" IOM \‘, (P: Q)
N o -@- ——
€inmvd I1p ! Vob lob 2 1%
PWM [> B~ % b o, . .
L = 3 SN ";”‘d__ J main grid
mvc ,C oc OE C . |
Y Il Y (v,w)

» Grid-forming inverters
* Provides virtual inertia; acts as a voltage

source; stable synchronization via inner
control loops; black-start, and more ...

7 | camion * Multi-loop droop-control regulates voltage
Loop 7| Loop f— Ak and frequency by controlling power (P,Q)
i Filter
%
Wset = Wiet — Ap(P — Paet) (P-w droop)
Multi-loop droop-control (P-w, Q-V) Uset = Vo — Ag(Q — Qset) (Q-V droop)

August 25, 2022
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* Hierarchical and distributed
operations to coordinate many
distributed energy resources
(DERs) over the network

* Individual resources (e.qg.,
inverters) received control set-
points to track

Disruptive Inverter-based
( Events J SINGLE MICROGRID \_ Resources )

Network-Level Coordinator
(e.g., optimal power-flow, economic dispatch)

Example: Optimal Power-Flow

- DERSs receive set-points; in turn regulates
voltage and frequency
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State-of-the-art operational practices lack the spatiotemporal granularity
required to proactively prevent transient safety and stability violations which are

often local and fast-evolving in nature

= || SCADA]
o || |
A2 | EMS |
=] @ [LLAGC |
S
£ -
= | relays i
8 | (existing) | droop E
J
slow fast
>
action

- Controls with global-impact are slow-acting
- Fast-acting controls have only local-impact,
and do not guarantee safety

Long operating limits (voltage,
frequency) violations trigger
protective relays which could
lead to system-wide blackout

Reliability Guideline ~ (WSCC 1996 blackout)

Methods for Establishing IROLs
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State-of-the-art operational practices lack the spatiotemporal granularity
required to proactively prevent transient safety and stability violations which are

often local and fast-evolving in nature

= || SCADA] —
L0 { EMS : - Controls with global-impact are slow-acting
Yl - Fast-acting controls have only local-
= | impact, and do not guarantee safet
E | p 9 y
= | relays |
S | (existing) | droop | Need new controls that act fast and have
- == = system-level resilience impact
slow fast

action
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In a distributed controls setting where local agents are acting based on sensor
measurements, it is critical to identify coordinated attacks on sensors

ﬁg | AE e - Existing model-based (physical/statistical)
] % % vl are inaccurate during transients
b=l % 9 oty T - Machine learning methods typically require
e, t 8 [EL‘ vx %S;f - labelled data that are often unavailable
f b T ]Jf“ - TT_%& L= Lo Need identification methods that are
roy oL ® iﬁ 3 lightweight, and do not require prior knowledge

+ f:: Fo ¥ Ces and/or labelled data
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* Part 1: Distributed Transient Safety Verification

* Part 2: Koopman-Based Online Attack Identification
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inv 1 & 3 voltage (w/o control) transient voltage (w/o control)

= ;;\i“: S
2 = K
7 g
T W S W WP 2
N - \
oje 0.85 0. 095 . 05
inv, [p.ul] time [s]
unsafe excursions in voltages
inv ‘1 &3 vo[tage (w/ Icontrol) ' ‘ transient voltage (w/ control)

inv3 [p.u]

e e e e R R e

voltage [p.u.]

1
595 W 605

. j X . 0.5
inv, [p.u.] time [s]

desired transient safe control

Local disturbances (e.g., solar fluctuations) cause unsafe excursions in voltages

August 25, 2022
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Decouple network-level objectives from local * Safety filters are deployed locally
transient safety constraints at the inverter terminals, and act
as gatekeepers for allowable
(safe) set-points
prram Um Um
say T J$ Ui (T, Uy ) <0 | %
NVERTER Y < » Bounds on the allowable
= control set-points
o
S 2 |8 |
ﬁag_r__ J’G U2 Us (22, u2) <0 |4 "2 g * |In a robust design, guarantees
' s transient safety constraint
,MNVERTER2 w(t) u (6) S| satisfaction under bounded
-@: M % ““““““““ 1 uncertainties in the network
..m’r;'.J__ J@ = ¢t Up(z1,u1) <0 |« | t =
| L Uq ’u,?
INVERTER-1 mntrf:t::fgﬂintﬁ SﬂfEfy filter d;-.uri:'il:l)iil:)i}c:ntﬁ

Kundu and Kalsi, "Transient Safety Filter Design for Grid-Forming Inverters," ACC 2020.
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( (92 = Ww; \ / Pi — U; Z ?Jk(Gz',k COS 9;@,7; — Bz’,k sin 19;3,@) \
Tty = —w; + AP (P2 +uf — P,) kN |
ri; = 00— 0+ AL (QY + u? — Q) Qi =—vi ¥  k(Gixsinbp; + By cos b ;)
Local (Inverter) Dynamics Network Interactions (Power-Flow)
r—- - """ "==E=EFE=-""-"==-------="="=""="="==®®=®=mw I
: Objective (Transient Safety): Vi <0i(t) <V, wi Swilt) < |
I Control Set-points: Uy, Uy :

: Identify the set of control set-points that robustly satisfy transient safety

under disturbances in the network
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\
,%))j r ———————————————————

[
o
o i Swi(t) <w;
< [
N 0 | Control Set-points: ¢, 49
/%})} O ' ——————————————————— -
; S
. U2
g - Inaccessible local information
\ 5
HO \% O _
- »|5% - State-independent control bounds
. t | S _
u Uy ={u|u; <u; <y}
dispatched ) )
control setpoints  Known system-wide set-points:

: Identify the set of control set-points that robustly satisfy transient safety

under disturbances in the network
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A (= KQ/ (TTTTTTTTEE T T T E ST - "
.,,._L— ”G " = <ok Objective (Safety):  vi < v;(t) <1,
.l"" m\ Ly Um ) =

T | Wi < Wy (t) < Ww;

|
[
INVERTER-7 ] I
[
I

 Accessible local information

INVERTER-2 p q
. € @é//"“_' 1 eiawiavia)\ia)\@'
- l: N

...J_— M}' —  t | Ui(z1,1)<0 |  State-inclusive control bounds

INVERTER-1

fitered Ui(z;) = {u |Ui(x;,u) <0}

control setpoints

. Unknown bounded interactions: i, Qi

: Identify the set of control set-points that robustly satisfy transient safety

under disturbances in the network

- e B S )
""'J-_’J@ i: Us(za,u2) <0 |a



o

Pacific
Northwest

AAAAAAAAAAAAAAAAAA

Preliminaries

 Set Invariance

 Control Barrier Functions

« Sum-of-Squares Optimization
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T = f(;(;), f(()) — () (Dynamical System)

Safety: Barrier Certificates Stability: Lyapunov Certificates

* Constraints on states « Convergences of states
B(.’L‘) > 0, T € Csafe

- V(z) > : 0
B(.’L‘)<O, x¢csafe (.’L‘)_El T2, -’L'EN( )

. * < o 2
B(z) >0, z € 0Csate V(z) < —ezlzlly, =€ N(0)

... finding these functions for generic nonlinear systems is not always trivial

August 25, 2022
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- Sum of squared polynomials: s(z) € S[z] <= s(z) = ) s;(z)’
1=1

= Gramm matrix representation and equivalence with SDPs:
s(z) = 2(x)" Qz(x), s(r)€Xfz] <= Q=0

= (Putinar’s) Positivstellensatz: deal with semi-algebraic conditions!!
p(x) >0on{x|gi(x) >0,...,9,(x) > 0}

n
<= do; € X|x| so that p — Zai gi € X|x]
1=1
v MATLAB tools (example): SOSTOOLS, SeDuM..

Constructive method for Lyapunov and barrier functions — if polynomial!

« M. Putinar, “Positive polynomials on compact semi-algebraic sets,” 1993.
« A. Papachristodoulou, et al, “SOSTOOLS: Sum of squares optimization toolbox for MATLAB,” 2013.
« J. F. Sturm, “Using SeDuMi 1.02, a MATLAB toolbox for optimization over symmetric cones,” 1999. August 25, 2022
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* Power system dynamics are non-polynomial ODEs
= ... because of trigonometric terms (sine, cosine) in power-flow

Peﬂ;((S) = Z Ef,,Ej (G’LJ COS(&; - (53) + Bij Sin(éi — 53))

J

* Lift the state-space to convert into polynomial representation
Recasting: (5k7 57{) — (xk,l » LEk,2 5 xk,3)

L1 = sin 5k y Lk 2 — (1 — COS 5k) y L3 = 5k

with, 0 = 27 ; + 27 , — 222 [algebraic constraints]

Obtain set of polynomial DAEs from non-polynomial ODEs

August 25, 2022
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« Efficient iterative algorithms exist to compute the barrier and Lyapunov functions
* Brief outline: warm-start Barrier Computation with Lyapunov Level-sets*

0.6
04r
0.2
ot
-0.2
-0.4

(shifted) voltage [p.u.]

-0.6

(shifted) frequency [Hz]

Safety-constrained set as a subset of the region of attraction

Wang, Han, and Egerstedt, “Permissive barrier certificates for safe stabilization using sum-of-squares,” ACC 2018.

Kundu, Geng, Nandanoori, Hiskens and Kalsi, “Distributed Barrier Certificates for Safe Operation of Inverter-Based Microgrids”, ACC 2019. August 25, 2022
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* Microgrid as an interconnected polynomial system:

t; = fi(xi) + gi(w)u,

_|_

Zje/\ﬂ; i (3, 2)

(isolated dynamics)

,I’\’.’ s o 60,55 (design feedback policies) u;

(interactions)

« Robust Safety: (define a safe neighborhood) A;(0)
—> NI(O) X NQ(O) X oo an(O) C Csa.fe

(construct distributed barrier functions)
B;(z;) > ¢; on N;(0), for some ¢; >0

INV3 e VB;(fi + giu; + Zjhz‘j) > 0 on z; € ON;(0), z; € N;(0)

Kundu, Geng, Nandanoori, Hiskens and Kalsi, “Distributed Barrier Certificates for Safe Operation of Inverter-Based Microgrids”, ACC 2019. August 25, 2022
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» For any nominal control policy u; , the following family of state-feedback
controls guarantee robust transient safety under bounded disturbances

Us(i,u) = ((u; (2:)—u) © (u; +6"g; VB;—u)
Ui(z;) = {u |Uj(x;,u) <0}

We have a family of local control policies, instead of just one, that ensure robust

safety guarantees

Challenge: the set has vanishing cardinality around origin (x=0)

Kundu and Kalsi, "Transient Safety Filter Design for Grid-Forming Inverters," ACC 2020.
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» For any nominal control policy u; , the following family of state-feedback
controls guarantee robust transient safety under bounded disturbances

Us(i,u) = ((u; (2:)—u) © (u; +6"g; VB;—u)
Ui(z;) = {u |Uj(x;,u) <0}

« Expand the allowable safety control set by introducing a relaxation term

o)) {u Ui (w1, 1) < log (1—1;(:;)) }

= The relaxation term is >0 near origin, but approaches 0 at the safety set boundary

Kundu and Kalsi, "Transient Safety Filter Design for Grid-Forming Inverters," ACC 2020.



o

Pacific

Northwest  Main Result: A Family of Safety Control Policies

« Summary: Under mild conditions on the distributed barrier functions’, there
exist a family of state-feedback control policies, with non-vanishing cardinality
that ensure robust safety guarantees.

* In other words, any control input of the following form is robustly safe:

ui(t) € {ruf(zi(t) + (1 —r) w(zi(t) | € [0, 1]}

where the existence of these two safe control policies are guaranteed.:

ud () < ug (;)

Kundu and Kalsi, "Transient Safety Filter Design for Grid-Forming Inverters," ACC 2020.
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10 \ I I N OS] I [ T T T
N I n \ \
\\\\l \\\\H-_——/\ \ ——"y=0 02
- N N \ Voo =
2 B N \ N — = =10 || =
= AR N N — — =100 = 0.1
- AR b N \ c
= | \ NG N \ \ o
N ~ ~ ~ —
. I N T N food ] B
> 0 N — ~ \ > 0
o \ \ N T - ~ | )
c N =~ ~ \ oS
= \ \ . N sS4 D -0 1
€ 5¢ \ A \\ N N D P
\ \ \ [, AN | \\ 0.2 — — ~=100
40 b ! | L\ I \iz | LSO\ | | ! ! ! | | \ \
-025 -02 -015 -01 -005 O 0.05 01 015 0.2 -0.8 -0.6 -04 -0.2 0 0.2 0.4 06 0.8
voltage deviation [p.u.] frequency deviation [p.u.]

Safe values of reactive power control input, Sets of values on the state-space over which
as a function of the voltage deviation for a control set-point u = 0 is deemed to be
various values of the relaxation coefficient safe, for varying relaxation coefficient y

Higher values of (design parameter) v ensures larger allowable safe set
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CERTS Microgrid

59.5

1
60.5

safety filter
—— without filter
— — limits

0 0.5 1 1.5 2 2.5 3 3.5 4

(shifted) voltage [p.u.]

control input, u [p.u.]

time [s]

An inverter terminal voltage violates the safety limits in absence of safety
filters, but not in presence of it. The filtered reactive power control input
and its allowable range, with the centrally dispatched setpoint at u = 0.
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y- s 7
V774
]

S g so gl

I P - . :

! Pw—[@@—ﬁ af o |

: - 01 | _

| P | &1 ;r_| : _;0-8

I gt I §’07 fault occurs at the

P o 0. u .

1 : of : inverter terminal between

06 100-200ms, bringing the
} oltage down to 0.5 p.u.
0.5
0 5I0 1 60 1 E;O 260 25;0 300

time [ms]
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55 ‘ " ‘ . : : : ‘
— — Pset (limit) B i i e e w (actual) |4
SFp=—r—T——T" == === Pset (nominal) |7 - Zzﬁ?nri\f;d)
45 : . 62 r '
< 4| — 61! | Concurrently, an attacker
=29 No adjustment of the e mm—————————— . T oo performs a “masking
g ? control set-points, ' : g attack” to hide from the
Dos5t p ] 1 1 $59¢ ]
5 | leading to unsafe : : g | controller the unsafe
2 .| frequency E : ) frequency deviation
1
1 I
05| * %6
OO 56 160 15;0 2(I)0 25;0 300 550 5I0 160 150 260 250 300

time [ms] s s time [ms]

so i 4,
<

E +
[T
P .
+ = L] ﬁj
i _.L':'+
F T

T — -
R s o e o o —— —

=




o

Pacific . - ags
Northwest ~ Numerical Example: Cyber-Physical Resilience
Lo e reominay 1 CONLrol adjusts the set-points e B ——-m—- - - (onset)|
a5t === Jocally, to bring frequency back 3 = tEraed
< ¢ [+ 1 | tosafety, even under attack o | \Under controls, frequency
=™ ’ E oo is brought back to safety,
& ° M |even though the masking
5 g | attack is still in place
0 50 100 timLS[?ns] 200 -\%‘- 300 0 50 100 tim‘IeS[(l)“s] 200 250 300
’ I;"
774
i
e T" |
| .P.,+; "Eh :“ i mﬁ)'r* :
i ﬂ; Gric DF ! Zos
I T | g fault occurs at the
| Py e |45 I g 0.7 ] }
I " o inverter terminal between
06 100-200ms, bringing the
oltage down to 0.5 p.u.

50 100 160 200 250 300
time [ms]

o
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* Part 1: Distributed Transient Safety Verification

* Part 2: Koopman-Based Online Attack Identification
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(K
— Existing Approaches

- Physics based models coupled with dynamic state estimators

€T ! ]
i k ".'?l:.'} Ui

» ()

- Statistical analysis such as CUSUM test on measurements
Closed-loop system under normal operating

o - Machine learning based methods
conditions

o T o R

Y = Q‘(ﬂ?k)

- Challenges of modeling physics based models
- Unforeseen changes, inaccurate estimates during transients

- insufficient training data, need of computational resources

Closed-loop system under attack

Tht1 = fe(xk) + he(zr) ak
Yk = Q(Ik) + ag
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K +—

-
L

g ! o ()=

» ()

Closed-loop system under normal operating
conditions

Tr4+1 = f(zr) + h(zr) uk
Yk = Q‘(ﬂ?k)

Closed-loop system under attack Detects and localizes attacks in near real-time from streaming data without the
knowledge of models, and does not require any training or computational
resources

Tht1 = fe(xk) + he(zr) ak
Yk = Q(Ik) + ag
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- Time-series data: [x1 ©o 3 -+ Tpn_1 Tn)

- Define vector-valued observables that are functions of state:
T
g=19192 - gp

Finite dimensional approximation of the Koopman operator:

K=K K]
1 n—1 1 n—1
Ki= - Z Q(Ik+1)g(ﬂ?k)T and Ko= - Z Q(Ik)g(ilfk)T
k=0 k=0

Koopman tuple:

[eigenvalue (A;), eigen function (¢;), Koopman mode (v;)]
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- Relation between the observable functions and the Koopman tuple:

n—1 n—1
g(wr) = dilwr)vs =D Aji(wo)v;

j:

- Vector valued coefficients [v;] - Koopman modes (KMs)

[ A; - encodes the temporal signatures in the dynamics [

!\ ¢j(xo)v; - encodes the spatial signatures |
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observed sequence

Step 1
- Split the observation sequence into a
. | _ learning sequence and a prediction
Empirigfrl?f(c]:r{}pman if v sequency
Predictor - Learn empirical Koopman modes from
the learning sequency

- Apply the Koopman modes to compare
Empirical Koopman modes the prediction sequence

g(zk) = Z:lfﬁj (@ )v; = Z_:liﬁfﬁj{xﬂ)ﬂj
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Northwest
- - e it aftack nodes;l
Step 2 : Hﬂﬂgﬁéﬁﬁnﬂgﬂggiﬁd : il
- Perform Koopman mode f;;i,’gﬁﬂ; | | I
analysis on the anomaly . y ] Step 2: Step 3: |
g R, Koo 1 Mod Speciral
sequence (after a spatio- *"*' "'-r E E:];Icﬁ‘:f‘:l': \ mﬁsirri?.g |
temporal normalization) f=n o ko |
Step 3
- Apply KL divergence on
normalized Koopman Together these steps allow us to identify
modes to compute distance any malicious attack signature which stand out
- Perform spectral clustering as a separate cluster distinct from others
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SIMULATION DETAILS: Load changes at bus 23 at 38s, and attacks at bus locations 1,9,52,66 at 39s.
All synthetic attack scenarios generated using GridSTAGE (https.//qithub.com/pnnl/GridSTAGE), a multivariate spatio-

temporal data generation framework for simulation of adversarial scenarios developed under PowerDrone as part of the
DOE/OE Advanced Grid Modeling program.



https://github.com/pnnl/GridSTAGE
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A . £ 4 )
. b o @ @ e L0 A N e £ 60.01 . . . . .
) \_é__l 7 .IT_E:'— s | 28] ] W 8 : . : -| ‘ O (natural) event‘
Load Change o ) P99 S 0 —60.005! g
at # 23 H - i_ - 11 E1EL g q:) ;E‘ c
i ;: 5:,% 16y - v.E g‘ ? 60
Attacks e T R =TF % o o
33 § | 19 — Y 3
at# 1,9,52,66 b ¥ 1 L H g;f a6 T 3 : :
- e 8 ‘= <5999 - i
— o ™ ; VE S Q. 5 le—— attack duration —»
&l 5 L‘ T e e - E 3 : [
G15 A s 45 36 a5 Y 59 (o) 5999 i i | | !
WV To | Wae *f“ & ’T-qf& o kL 30 40 50 60 70 80
v W *E;L_Ff; - f“ time [s]
' f:s y - « Delayed impact on system frequencies: large frequency
\ excursions right after attack removal )
a,(t) = a At Ay 60 - _. |
Riding the Wave Attack: —40F - —
. a . — 1 S 1
The attacker injects a signal shortly after a 2 0! ! | !
. . I : 1
natural event, that grows over time in § e
proportion to the disturbance L | T#86 ——#1 —#52 ——#9
30 40 50 60 70 80

Hidden Attack Strateqgy with Delayed Impact Attack on PMUﬁ:;S]Ie measurements
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SIMULATION DETAILS: Load changes at bus 23 at 38s, and attacks at bus locations 1,9,52,66 at 39s.
All synthetic attack scenarios generated using GridSTAGE (https.//qithub.com/pnnl/GridSTAGE), a multivariate spatio-

temporal data generation framework for simulation of adversarial scenarios developed under PowerDrone as part of the
DOE/OE Advanced Grid Modeling program.



https://github.com/pnnl/GridSTAGE
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