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What is cybersecurity?
 

Definition: 

The activity or process, ability or capability, 
or state whereby information and 
communications systems and the 
information contained therein are 
protected from and/or defended against 
damage, unauthorized use or modification, 
or exploitation. 

Adapted from: CNSSI 4009, NIST SP 800-53 Rev 4, NIPP, DHS National 
Preparedness Goal; White House Cyberspace Policy Review, May 2009 
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Hon. Jeh Charles Johnson 
Secretary of Homeland Security 
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Who commits cyber crimes?
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Who?
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Potentially anyone who has access to the Internet.
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How?
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Viruses, malware, bots, or exploitation 

of software vulnerabilities.
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When?
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Impossible to predict.
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Where?
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“Cyberspace,” “The Internet,” “WWW”
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Why?
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In the Video Surveillance world, cyber crimes are committed to 

cover up other crimes or to view video that should be private.
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Tips/Best Practices for Cybersecurity
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Tips/Best Practices cont.
 

Keep appliances current: update software and firmware regularly. 
As vendors find issues they work to create fix and patches that help 
prevent issues. Your due diligence is required. 
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Tips/Best Practices cont.
 

Everyone should be assigned their own username and password. 
This ensures accountability. 
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Tips/Best Practices cont.
 

Whenever possible, use a firewall appliance between your IT assets 

and the Internet. At the very least use NAT at your Internet gateway.
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Tips/Best Practices cont.
 

Use uncommon ports: “security through obscurity;” This creates an 
additional step when someone is trying to access your appliances. 
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Tips/Best Practices cont.
 

When possible, put your network and IT assets behind locked doors 
to limit unnecessary access. 
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Tips/Best Practices cont.
 

Make sure you are using password lock-out features for invalid login 
attempts and if possible, receive notifications of these attempts. 
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Tips/Best Practices cont.
 

Design a plan of who to notify in the instance of your appliances 
being compromised (or simply if you suspect that they have). 
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Tips/Best Practices cont.
 

If you suspect a vulnerability is due to a flaw with the manufacturer, 

notify the manufacturer so that they can test.
 

If an issue is found they can also work to fix it.
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Recommendations for Vendors
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Recommendations for Vendors cont.
 

Have your products routinely tested by third parties to identify any 
vulnerabilities before cyber criminals do. 
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Recommendations for Vendors cont.
 

Provide clear information on your website and in company 
communications on how to change passwords and upgrade 
firmware. 

• E.g.: Hikvision’s online Security Center 
o http://www.hikvision.com/en/us/securitycenter.asp 

• E.g.: Videos about changing passwords and upgrading firmware 
o http://www.youtube.com/hikvisionusainc 
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Recommendations for Vendors cont.
 

Train your technical support team to respond appropriately to 
cyberattack. 
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Always remember: No one is immune, simply lucky.  
If someone wants to spend enough time and effort 
they can find a way to get onto any device that is 
attached to the Internet. 
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Thank You!
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Compliance Roadmap Development 

•	 Categorize System 
o	 Impact Criteria of BES Cyber System? Low, Medium, High 

o	 Determine what Cyber Asset category or categories the product fits in 

•	 Map to Requirements 
o	 Based directly on Impact and Cyber Asset category 

•	 Assess State of Compliance 
o	 Review product documentation, development documentation, software and conduct interviews with 

developers 

•	 Develop Guidance 
o	 �ased on Requirement’s Guidance and Technical �asis (GT�) and professional experience 
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Categorization 

•	 Categorization is of requirements affecting Product is based on the 
Facility where product is deployed (CIP-002-5.1) and the type of system 
the Product is a part of: 
o	 Impact Criteria: High, Medium, and (Low) 

o	 �yber !sset �ategory: “E!�MS”, “P!�S”, “P�!” 

•	 Since the Vendor does not know where their Product will be deployed, 
conservative assume High Impact criteria 

•	 Cyber Asset Category based on actual product function and usage. In 
this case Product is a protected cyber asset “P�!” 
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NERC CIP Process Overview 
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Functionality Overview 

Standards 

Manual, Procedures and Work 
Instructions 

Equipment & Software 
Inventory 

Compliance Survey 

Audits Management 

Non-Compliance 

Actions 

Surveys 

Reviews 
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Security Baseline Assessment Checklist:  Information Security Policy 

Security Baseline Assessment Checklist 
Question(s) Findings Supporting Documentation 
Information security policy 
Does an Information security policy exist which is approved by the management? 

Is the security policy published and communicated as appropriate to all employees? 

Does the policy state management commitment and set out the organizational approach to 
managing information security? 

Example 
Does the Security policy have an owner who is responsible for its maintenance and review 
according to a defined review process? 

Does the review process ensure that a review takes place in response to any changes affecting 
the basis of the original policy? 

Internal organization 
Is there a management forum to ensure there is a clear direction and visible management 
support for security initiatives within the organization? 

Is specialist information security advice obtained where appropriate? 

Does management actively support security within the organization through clear direction, 
demonstrated commitment, explicit assignment, and acknowledgment of information security 
responsibilities? 
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Security Baseline Assessment Checklist: User Account Management 

Account Management Procedure Analysis
 

Audit Question(s) Findings Supporting Documentation 
User Account Management 

Does the group designate and record individuals authorized to issue access to IT System resources and data?
 

Is there a documented new user request process?
 
Is a formal request form for new users utilized?
 

Does the request contain name, organization (or name of contracting company and contract number if applicable), 

location, purpose for access, and access requirements?
 

Example Are all requests reviewed by a manager to ensure that appropriate access is granted to new personnel? 

Are procedures established for identifying, managing (adding and deleting users), recording, and monitoring who has 
access to sensitive IT System resources? 

How are passwords distributed to new users? 
Is a secure method utilized for the delivery of passwords? 
Is a password history enforced? 
Is a minimum password age configured? 
Is a maximum password age configured? 
Is a minimum password length established? 
Are passwords required to meet a minimum complexity? 
Is an account lockout threshold defined? 
Is an account lockout duration set? 
Is an account lockout reset configured after a set period of time? 

Audit and Management Reviews 

Is user access and privileges reviewed at a regularly interval for the appropriate level of access/continued need? 

Do reviews examine the levels of access of each individual, conformity with the concept of least privilege, whether all 
accounts are still active, whether management authorizations are up to date, and whether required training has been 
completed? 
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Security Baseline Assessment Checklist: Server Review 

Server Review Checklist
 

Audit Question(s) Findings 
Supporting 
Documentation 

BIOS 
Is access to the BIOS restricted? 
Are servers be configured to boot off of floppies or CD-ROMS? 

USB Devices 
Do servers prevent the utilization of USB devices? 

Deployment 
How are new servers deployed? Example 
How many different types of servers are there (DC, DNS, File, Print, Application)? 

Is a standard image utilized? 
How many images are there? 

What do the standard images include? (AV, Patching, Backup agents, drive mapping, etc) 

Has a standard build checklist been developed? 
Does this standard build checklist map to a standard? 
How often is the image/build reviewed and updated? 

Users Rights 

Are users that are granted administrative access to server documented? 

Are users granted access based upon least privilege? 
Are there shared users accounts? 
Has the local administrator account been renamed? 

Data Backup 

Is there a method to enable the backup process of server? (mapped drive, backup utility, etc) 

Is mission critical data stored on file servers with a formal data backup policy? 
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Security Baseline Assessment Checklist: Workstation Review 

Workstation Review Checklist
 

Audit Question(s) Findings Supporting Documentation 
BIOS 
Is access to the BIOS restricted? 

Can workstations be configured to boot off of floppies or CD-ROMS? 

USB Devices 
Do local workstations prevent the utilization of USB devices? 

Deployment 
How are new desktops and laptops deployed? Example 
Is a standard image utilized?
 
How many images are there?
 

What do the standard images include? (AV, Patching, Backup agents, drive mapping, etc)
 

Has a a standard build checklist been developed?
 
Does this standard build checklist map to a standard?
 
How often is the image/build reviewed and updated?
 
Users Rights
 
What permissions are users granted on local workstations?
 
Are users granted administrative rights to workstations?
 

Are users that are granted administrative access to workstations documented?
 

Are there shared users accounts?
 
Has the local administrator account been renamed?
 
Data Backup
 

Is there a method to enable the backup process of workstations? (mapped drive, backup utility, etc)
 

Is mission critical data stored on file servers with a formal data backup policy?
 

© 2016 NKSoft Corporation - Confidential 11 



  

  

 

 
 

  

Configuration 

Audit Management Audit Management Module Configuration Step 

• Modify template NERC CIP Requirements baseline based on your company specifics 

• Modify basesline non-compliance causes based on your company standards 

Audit Compliance Process Satisfaction Survey 

• Modify basesline Audit Compliance Process Satisfaction Survey based on your 
company standards 

Compliance Survey 

NERC CIP Audit Requirements Manuals 

• Modify basesline NERC CIP Manuals based on your company 
• Modify basesline NERC CIP Procedures based on your company 

Standards Manual 
& Procedures 
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Audit Module: Work Steps 

Create your audit calendar 
by adding audit 

Enter the name of the areas 
being audited (Transmission, 
IT, etc.) 

Enter the date and the Audit 
System 

Determine the users auditing 
(auditors) and the ones being 
audited (auditees) 

Based on the procedures of 
the audited department, 
auditors create verification list 
with closed questions. 

Auditors prints the 
verification list to carry 
out their audit 

Or use the online version 
using a handheld device 

Audit Management Module Configuration Step 

Audit Management For Each Audit Print Audit Process 
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Audit Module: Work Steps 

Audit 
Management 

• During or after the audit, Auditors fill in the answers of the verification 
list (conformed or not) with comments (evidences, references) 

• Next, Auditors enter : 

• Strong points 

• Points to improve 

• Create Improvements opportunities 

• Non-Compliance 

Generate Audit 
Report 

• Generate Audit Report 
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Our Solution can be Used during the 

Pre-Audit Review and Assessment 

The pre-audit review and assessment process proposed by NKSoft is shown in Figure below. It involves two phases. The first phase involves Utility 
responding to a questionnaire developed by NKSoft to request the identification of the objective evidence that will satisfy the requirements of the 
standards and the review of that information by the Utility’s internal auditors. The second phase involves an on-site assessment by an Auditor 
assessment team to verify Utility’s registration, verify the objective evidence identified by Utility in the first phase, and generate action items to 
resolve non-compliance issues or to improve objective evidence. 

Utility to develop 

and send  assessor 

guide to entity (using 

nerccipaudit.net tool)

Entity responds to 

assessor guide

Via 

NERCCIPaudit.net 

tool or email 

supplied by Utility

Utility reviews entity 

responses

(using 

nerccipaudit.net 

tool)

Auditors visits Utility to 

set up assessment and 

review

assessor guide 

responses and 

objective evidence  

(using nerccipaudit.net 

tool)

Utility produces final 

assessment report 

(using 

nerccipaudit.net 

tool)
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Usage : Non-Compliance Management (NC) 

• Partner: Customer, supplier or company related to the NC 
• Related to: Any reference pointing to the NC (order id, project id, task id, etc.) 
• Responsible : User responsible for the NC 
• Manager : User managing the department 
• Origins : How the NC has been discovered 
• Procedures : Against which procedure is the NC 
• Description : Evidences, references to the standards 
• Causes : Root causes 
• Analysis : Result of the investigation 
• opportunities 
• Non-Compliance 

• Actions and efficiencies : Actions and evidences that the actions were efficient, 
allowing Auditor to review actions and close NC 

Non-Compliance 
Management 

Non-
Compliance 
Action 

© 2016 NKSoft Corporation - Confidential 9 



  

   

 
   

 
      

 
     

  
 

  

Usage : Reviews 

Review Management
 

•	 When creating review, enter : 
•	 Name: 
•	 Date : May 15th, 2016 
•	 Participants : the users involved in the review 
•	 Policy : Copy/Paste here your quality policy for re-evaluation 
•	 Changes affecting the system : List significant changes that needs to be 

planned and tracked by the top management 
•	 Survey answers : list of satisfaction survey answers filled in during April 

2016 
•	 KPI : list of your KPI value for April 2016 (soon) 

•	 Create one review line for each point to discuss among the inputs 
•	 During the review, discuss each review line, note your decision and determine 

the output if any (action or nonconformity) 
•	 In conclusion, determine the date and time of your next review 

© 2016 NKSoft Corporation - Confidential 11 



  

 

 

   

  
  

 

 
 

  

Usage : Action for Non-Compliance Management (NC) 

Action 
Management 

• When creating actions, Auditors enter : 
• Subject: What must be done 
• Deadline: Date by which the action must be completed 
• Responsible : User in charge of completing the action 
• Type : Immediate, corrective or preventive actions or improvement opportunity 
• Description : Details of the action 

Non-Compliance 
Action Review 

• User in charge of the action enter notes and emails demonstrating the work in progress 
and close the action when completed. 
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Call or email us for a free demonstration
 

John Chowdhury 
Phone:  214-213-6226 
Email: john@nksoft.com 
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About NKSoft Solutions 

Project Development, Consulting & Research
 
– Electric, Gas, Water Industry 
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Research and Recognition 
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