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Executive Summary 
The continuing deployment of high levels of renewable energy will require a significant 
reengineering of the electric grid. This transition brings many benefits but also many potentially 
costly cybersecurity risks. The ability to model and anticipate the cybersecurity impacts from this 
transition prior to implementation could save system planners considerable time, money, and 
effort during their clean energy transitions.  

Nearly half of all states in the United States have 100% clean energy goals, with target dates 
ranging from 2030 to 2050, and more than 200 U.S. cities and counties have committed to attain 
100% renewable energy. Achieving these goals will mean extensive changes to the grid, with 
more wind, solar, and other distributed energy resources playing a larger role in generation and 
regulation. Future energy systems will become a system of systems, where the operating entities 
for the different renewable resources represent the constituent systems.  

The National Renewable Energy Laboratory (NREL) developed Cyber100 Compass for cyber 
risk assessment at the system-of-systems level for system planners who are trying to reach high 
levels of renewable resources. Two offices of the U.S. Department of Energy—the Office of 
Electricity and the Office of Cybersecurity, Energy Security, and Emergency Response—funded 
NREL to develop this framework, which will enable system planners to understand and mitigate 
cybersecurity risks for electric systems transitioning to high levels of renewable energy, 
including 100% renewable electricity.  

Greater cybersecurity risks to electrical systems are anticipated and are the subject of continuing 
research. As deployment increases, utilities and other system planners could unintentionally 
build in systemic cyber vulnerabilities that would be difficult to address after implementation. 
The principle of security-by-design, widely accepted at the device level, must also apply to the 
system-of-systems level. Cyber100 Compass can help system planners apply the principle of 
security-by-design at scale. Investing in an upfront understanding of system-of-systems risks 
from high-renewable energy will result in a more resilient system at a lower long-term cost. 

This document provides an overview of Cyber100 Compass and serves as a guide to users who 
are interested in understanding the cybersecurity risks facing their clean energy transition.  
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1 Introduction 
Cyber100 Compass is a unique risk assessment framework that will enable system planners to 
understand and mitigate cybersecurity risk for energy systems transitioning to high levels of 
renewable generation, including 100% renewable electricity. The idea for Cyber100 Compass 
was developed by the National Renewable Energy Laboratory (NREL) based on past work on 
high-renewable grids and a series of discussions with the U.S. Department of Energy.  
 
Cyber100 Compass is a desktop application designed with a user-friendly interface. The tool 
gathers information from users, conducts probabilistic back-end calculations, and outputs data 
and visualizations to help users understand and analyze their cybersecurity risks based on the 
unique features of their future energy systems. Cyber100 Compass takes input values for 
different conditions and produces a risk score of the resulting system. By trying different 
configurations, system planners can compare the resultant risks against their own risk tolerance 
and decide which system-of-system controls to implement as they transition toward 100% 
renewable energy. 

This document provides an overview of Cyber100 Compass, the motivation behind developing 
this tool, and how Cyber100 Compass calculates cybersecurity risk as energy systems transition 
to higher percentages of renewable energy. In addition, this document provides guidance on how 
to use the application for maximum benefit. 

Cyber100 Compass is intended to be used by individuals and organizations that have (1) a need 
to understand the risks associated with the future renewable energy systems and (2) can influence 
the development of those systems. These include utility systems planners and municipalities. To 
collect data for the assessment, system planners will coordinate with internal and external 
stakeholders, then input that data into the Cyber100 Compass application, and present the output 
to utility decision makers and other stakeholders. For examples of how Cyber100 Compass can 
be used, see Appendix A: Use Case.  
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2 Background 
As of 2022, renewable energy accounts for approximately 21% of the total utility-scale 
electricity generation in the United States (EIA 2022). This number is likely to increase in the 
coming years because of policy and market forces. The prices of renewable generation 
technologies have continued to decrease, and a wide range of jurisdictions have established some 
sort of renewable portfolio standard or clean energy standard. Currently, 22 states plus the 
District of Columbia and Puerto Rico have 100% clean energy goals, with target dates ranging 
from 2030 to 2050 (CESA 2023).  

The continuing deployment of high levels of renewable energy could entail a significant 
reengineering of the grid. Future renewable grids will incorporate more distributed energy 
resources (DERs)—small energy generation, storage, and combined head and power 
technologies, including renewable energy technologies (FEMP 2023). DERs will likely be 
managed by sophisticated control algorithms operating over communication networks reaching 
almost—or perhaps all the way—to the grid edge to maintain grid stability and reliability. If not 
implemented correctly, the rapid integration of grid-connected devices and their associated 
communication networks could provide new cyberattack vectors for threat actors to exploit (INL 
2017). Because DERs are typically connected at the local electric distribution level, portions of 
the emerging distribution grid also fall outside the jurisdiction of federal regulations, such as the 
North American Electric Reliability Corporation’s Critical Infrastructure Protection—but 
cyberattacks on distribution elements can reverberate across the bulk electric system as well 
(Christensen et.al. 2019). 

Historically, utilities have been the primary entity managing the electric grids in the United 
States, but that is changing. An increased focus on renewable energy integration means that 
many different generation facilities, storage facilities, and responsive loads could be 
simultaneously managed by multiple operating entities in the future. Besides the utility, these 
operating entities might include owners of large-scale solar, wind, or storge facilities; 
aggregators of many small-scale generation units, such as rooftop solar; building management 
systems; operators of electric vehicle charging stations, etc. Although the current grid is 
sometimes referred to as a system of systems, the new renewable grid will embody this idea to a 
much greater degree and on a much larger scale. In this scenario, the individual operating entities 
will be the systems, each with their own operational infrastructures, control loops, and business 
objectives. The system of systems will encompass the collective behavior of the grid as these 
constituent systems are brought together in purposeful, coordinated operation.  

How will the restructuring of the grid into a system of systems change the cyberattack surface of 
the grid? How would a cyberattack on any constituent system impact the broader grid? How will 
different types of communications between constituent systems—for example, between a utility 
and an aggregator of solar power—change cyber risk? Without answers to these and similar 
questions, the cyber risk associated with electric grids deploying high levels of renewable 
generation remains largely unknown. As deployment increases, utilities and other system 
planners could unintentionally build in systemic cyber vulnerabilities that would be difficult to 
address after the fact. The principle of security-by-design, widely accepted at the device level, 
must also apply at each level up to the system-of-systems level. Although there is no single 
pathway for mitigating cybersecurity vulnerabilities, building security into the clean energy grid 
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of the future is a key priority of the U.S. Department of Energy’s Office of Cybersecurity, 
Energy Security, and Emergency Response.   

2.1 Relevant Research  
Research has already begun to explore some aspects of grids with high shares of renewable 
energy. In March 2021, the National Renewable Energy Laboratory (NREL) completed the 
LA100 study, an integrated engineering-economic analysis of the Los Angeles Department of 
Water and Power grid projected to the year 2045 with 100% renewable energy (Cochran et.al. 
2021.H). However, the cybersecurity implications of grids with high shares of renewable energy 
were not explored in LA100 nor by any other publicly available effort to date.  

2.2 Value Added 
 
Cybersecurity standards, guidance, and risk assessment tools have been created for the grid at 
many levels, from devices to organizations. However, risk assessment tools have not yet been 
developed at the emerging system-of-systems level.  This is partly due to the newness of this 
domain but also because of variable conditions inherent in such a system of systems. Because the 
transition to high levels of renewable energy will require significant reengineering of the grid, 
system planners need a framework to help them assess and mitigate the cybersecurity risks at 
each stage of their transition.  
 
Cyber100 Compass is the first-of-its-kind risk quantification framework intended to be used each 
time significant quantities of renewable energy are added to an existing electric system. Figure 1 
illustrates a series of transitions, each of which might trigger the use of Cyber100 Compass. 

 
Figure 1. A series of transitions leading to a high-renewable grid  

Cyber100 Compass will allow system planners to better understand the risks associated with 
each proposed transition and how various security controls will impact those risks. In this way, 
system planners can experiment with various approaches to security prior to executing 
significant changes to their energy systems, allowing them to practice security-by-design on a 
system-of-systems scale. 
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3 Conceptual Model  
Cyber100 Compass is designed to accommodate a conceptual model in which high-renewable 
energy systems are a collection of heterogeneous generation technologies controlled by multiple 
operating entities.  

Figure 2 shows an example of a hypothetical grid with high levels of renewable generation and 
storage; each circle represents a constituent system within the system of systems. The lines 
between the circles represent communication pathways. Power connections are not shown. Note 
that, for this hypothetical grid, there are multiple suppliers of solar, wind, and bulk storage. The 
utility, which is not shown in Figure 2, could assume one or more of these roles.  

  
Figure 2. Conceptual drawing of a high-renewable energy mix as a system of systems  

This conceptual model offers users a novel method of quantifying and visualizing the 
cybersecurity risks of their future energy systems to share with investors, executive leadership, 
industry, and other stakeholders to improve decision making during the energy transition. Figure 
3 represents the iterative process system planners would use to bring their anticipated cyber risk 
to acceptable levels.  
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Figure 3. Decision flow from Cyber100 Compass  

The results generated by Cyber100 Compass are intended to direct users to the strengths and 
vulnerabilities of their energy transition plans and to help decision makers focus on high-impact 
areas for cyber defense investments and risk mitigation strategies. 
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4 Core Concepts 
Cyber100 Compass uses probabilistic methods to estimate cybersecurity risks based on the 
unique characteristics of a user’s energy system as well as their organization’s risk tolerance. 
This section introduces the core concepts present in Cyber100 Compass on the front end (what 
the user sees and interacts with) and the back end (the tool’s structure, data, and logic). 

4.1 Front End  
Several Cyber100 Compass components require user input to generate the calculations used to 
estimate a user’s cybersecurity risks.  

4.1.1 Risk Tolerance 
Risk tolerance describes an organization’s willingness to accept certain levels of risk based on 
the financial losses that could occur from a cyberattack. Risk tolerance inputs in Cyber100 
Compass help users quantify the potential losses their organization might be willing accept from 
certain kinds of cyberattack. Risk tolerance defines the losses from a given cyber event based on 
the probability of occurrence. Risk tolerance values, combined with values derived from event 
inputs and condition questions, which are explained later in this section, will warn users if their 
system development plans are leading them toward unacceptable levels of risk.  

The risk tolerance inputs are entered in a specific format, through the creation of a risk tolerance 
curve. The risk tolerance curve, a widely used concept in decision sciences (Geer et.al. 2016, 66) 
visualizes losses based on the probability of occurrence, with larger losses less likely than 
smaller losses. Figure 4 shows an example of a risk tolerance curve. 

 
Figure 4. Example of a risk tolerance curve 

An even deeper dive into risk tolerance curves and probabilistic risk assessment can be found in 
Chapter 3 of the book How to Measure Anything in Cybersecurity Risk (Geer et al. 2016).  
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4.1.2 Events 
Event inputs allow users to quantify the value they place on avoiding certain types of adverse 
events that could be caused by a successful cyberattack. In the resilience space, these values are 
often called “avoided costs” (NREL 2022).  

4.1.2.1 Avoided Cost  
Avoided cost is the estimated cost that would result from a possible cyberattack, which users 
hope to avoid. For instance, if a utility knows from experience that an outage of its entire system 
lasting 12 hours would result in financial damages of $100,000, then the value of avoiding that 
event is $100,000. If the utility can take action to prevent the outage, then those actions result in 
an avoided cost of $100,000.  

When calculating the avoided cost, Cyber100 Compass asks users to include all possible 
expenses that might arise from the attack. At a minimum, these include the loss of revenue from 
business that cannot be transacted due to the attack as well as the cost of recovery efforts; 
however, there are many other possible costs to consider. For instance, utilities could include the 
economic impact of a cyber-induced outage on their customers. Cyber100 Compass allows for 
considerable flexibility in calculating avoided costs for different cyber events. The tool suggests 
some cost factors users might consider, but deciding which costs to include is ultimately up to 
the user.  

4.1.2.2 Event Categories 
Cyber100 Compass asks users to generate avoided cost values for events spread across the 
following five categories:  

• Power outage  
• Harm to equipment  
• Harm to employees  
• Harm to community  
• Denial of communication. 
 
These events could impact systems and networks that control physical devices and processes—
for instance, a command on an electric utility operational technology (OT) network might open a 
circuit breaker and cause an outage. Cyber100 Compass considers only cyber events that impact 
OT systems and networks. 
Attacks focused on information technology (IT) systems are out of scope for Cyber100 Compass. 
IT systems store, transmit, and process information, but they do not control physical devices. An 
example of an IT system would be one designed to process financial records. In some cases, 
attacks might begin on IT systems and pivot to OT systems through some touchpoint. In these 
scenarios, Cyber100 Compass is concerned with only the OT impacts of such attacks. The 
decision to exclude IT system impacts reflects the unique nature of OT systems in relation to the 
security, safety, and reliability of the electric grid.  

4.1.2.3 Sources of Information 
For some types of events, users might partially base valuations on similar past events with a non-
cyber origin. For instance, when placing a value on avoiding an outage, a utility can look at data 
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from outages caused by weather, equipment failure, etc. The utility does not need to have 
experienced an outage due to cyberattack—much of the value is determined by the nature of the 
event, not the cause; however, the cause of the attack might influence how the utility estimates 
the cost of recovery.  

4.1.2.4 Assessment Scales  
Each event is divided into three impact levels: low, moderate, and high. The impact levels 
represent a simplified assessment scale inspired by the National Institute of Standards and 
Technology (NIST) Special Publication 800-30, Appendix H, Table H-3 (NIST 2012b). 
Cyber100 Compass leveraged this assessment scale to guide users in estimating the avoidance 
costs they must input across the five event categories. Figure 5 shows an example of an event 
input—in this case, in the category of harm to equipment—that users are asked to complete.  

 
Figure 5. Cyber100 Compass event input example—harm to equipment 

The maximum avoided cost describes the highest dollar amount a user estimates the organization 
could lose at each impact level for each type of event. Each of the five event categories requires 
users to input the maximum avoided costs at low-, moderate-, and high-impact levels. Once users 
complete all the inputs across all five event categories, they may proceed to the next part of the 
tool—conditions.  

4.1.3 Conditions  
For Cyber100 Compass purposes, the “conditions” describe any constraints, resources, 
requirements, controls, or other factors that modify the cybersecurity risks of a system’s energy 
transformation plans. Conditions are presented as a series of questions posed to users about their 
energy transition plans. These questions allow users to describe aspects of their current and 
future energy systems that will impact cybersecurity risk.  
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The conditions in Cyber100 Compass are similar to NIST’s definition of a “predisposing 
condition” (NIST 2023):  

A condition that exists within an organization, a mission/business process, 
enterprise architecture, or information system including its environment of 
operation, which contributes to (i.e., increases or decreases) the likelihood that 
one or more threat events, once initiated, will result in undesirable consequences 
or adverse impact to organizational operations and assets, individuals, other 
organizations, or the Nation.  

Cyber100 Compass extends this idea from the present into the future. Many of the condition 
questions ask users what they expect to be true about their electric system within the next 5 
years. Figure 6 provides an example of condition inputs.  

 
Figure 6. Cyber100 Compass condition input example—degrees of centrality 

These questions are meant to elicit information; they are not meant to be—and they should not 
be interpreted as—policy recommendations. Further, Cyber100 Compass is not primarily 
focused on the physical controls for security. The purpose of Cyber100 Compass is to assess the 
risk of cyberattacks producing physical impacts on energy systems, not physical security 
breaches that have cybersecurity impacts.  

Condition questions are spread across the following five categories:  

1. Changes to grid topology  
2. Changes to system-of-systems architecture  
3. Communications  
4. Security controls 
5. Regulatory environment.  
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Each answered condition question refines the user’s risk estimate specific to the system under 
consideration. These refinements improve the probabilistic calculations that quantify the 
cybersecurity risks for the assessed future energy system.  

Because Cyber100 Compass users are asked about future aspects of their grids, there is 
inevitably some amount of uncertainty. Users of Cyber100 Compass are not expected to have 
perfect knowledge regarding their energy systems within the 5-year time span identified in most 
questions. If a question asks for one and only one answer, Cyber100 Compass gives users the 
opportunity to select “unsure”; however, users are encouraged to use this option as infrequently 
as possible. Selecting more decisive answers—based on business plans, information from third 
parties, trends, the user’s own foresight, and other sources—produces results that are more 
specific to their future system. The more questions that are decisively answered, the better 
Cyber100 Compass can estimate risk and calculate expected losses from cybersecurity events. 

4.1.3.1 Sources of Information 
Users might find it helpful to refer to the following information sources as they progress through 
the questions:  

• Utility personnel, which could include the chief security officer, the chief technology 
officer, the chief information officer, system planners, control engineers, power 
engineering teams, communication engineers, the chief financial officer, the corporate 
governance team, the government affairs office, etc. 

• System planning data, which could include design documents, power purchase 
agreements, capacity expansion models, projections of load growth, etc.  

• Persons involved in the development and implementation of interconnection agreements  
• Current or future third-party operating entities  
• State public utility commissions  
• State, regional, or national service organizations, for example, the National Rural Electric 

Cooperative Association or one of its state-level associations.  

4.1.4 Advanced Settings: Simulation Settings 
There is naturally a high degree of uncertainty related to the cybersecurity risks of the future 
grid. Cyber100 Compass handles this uncertainty and the presence of potential random variables 
by using Monte Carlo simulations to better understand the impact of cybersecurity risks. A 
Monte Carlo simulation is a mathematical process of repeatedly simulating the outcome of an 
uncertain event or process and then analyzing the outcomes in aggregate to draw inferences 
about the uncertain event or process (Shonkwiler and Mendivil 2009). Monte Carlo simulations 
help Cyber100 Compass users improve loss estimates, given the potential for many unknown 
random variables when estimating future cybersecurity risks. The advanced settings of Cyber100 
Compass provide users the opportunity to set the number of Monte Carlo simulations used to 
predict the probabilities of a variety of monetary losses resulting from cybersecurity events 
within a single year.  

4.1.4.1 Reproducibility and Random Seeds 
The results of a Monte Carlo simulation depend on stochasticity, or randomness, and generally 
involve the use of a random number generator or draws from probability distributions. Due to 
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this stochasticity, the numerical results from a Monte Carlo simulation will be slightly different 
each time the simulation is executed unless a random seed is used to begin the simulation.  

A random seed tells the simulation code to use the same process to generate the random numbers 
every time the simulation is executed, meaning the same random numbers will be generated and 
the results will be reproducible. Cyber100 Compass sets a random seed by default and provides 
this value to users; the seed value can also be set or changed by users. This serves two purposes: 
The first is reproducibility of simulation results, and the second is to allow users to iteratively 
adjust the conditions being applied and view the impact on the simulation results. By setting the 
random seed before changing the conditions, all changes in the simulation results are due to the 
updated conditions rather than stochasticity. 

Within a single simulation, representing 1 year, the cyber events that occur and the levels of 
severity or impact for each event are determined stochastically. The simulation settings, 
including the number of Monte Carlo simulations, and the random seed can be determined by the 
user under the “advanced settings” of Cyber100 Compass.  

4.2 Back End  
On the back end, Cyber100 Compass is data driven and uses object-oriented programming. All 
events, conditions, and cybersecurity controls are specified using input data sets. Events, 
conditions, and risk tolerance are defined as generic “objects,” which are populated with 
information from input data sets. Cyber100 Compass back-end computations include three key 
components: baseline risk, conditional probability, and distribution of impact.  

The values of these three components were solicited from a select group of subject matter 
experts (SMEs) with deep expertise in system planning, cybersecurity, interconnection 
agreements, and related topics. The inputs from multiple SMEs were combined to arrive at the 
values required forCyber100 Compass back-end computations.  

4.2.1 Baseline Risk  
Baseline risk describes the cybersecurity risks to a user’s electric system before any conditions 
are applied. Cyber100 Compass drew from NIST Special Publication 800-30 to develop the 
approach to determining baseline risk in Cyber100 Compass (NIST 2012b). For each type of 
event, the SMEs selected a rating for three factors from NIST 800-30: 

• C = adversary capability. For a particular event (e.g., outage), what is the 
cyberattacker’s level of expertise, resources, and opportunities to support the attack? 
(Table D-3) 

• T = adversary targeting. For a particular event, to what degree is the cyberattacker 
specifically interested in disrupting the electric system or (more specifically) a particular 
system operator? (Table D-5) 

• V = vulnerability severity. How vulnerable is the electric system operator to 
cyberattack? (Table F-2) 

Each rating is given an assigned value, which is multiplied to obtain the baseline probability.  
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4.2.2 Conditional Probability 
As mentioned previously, conditions—including technical controls, policies, architecture, and 
topologies that users select—can either increase or decrease risk. These increases or decreases in 
risk are expressed as conditional probabilities.  

To arrive at the conditional probabilities, SMEs applied adjustment factors to each baseline 
probability for each possible answer to a condition question. For instance, in a condition question 
about communication protocols, the continued use of older communication protocols that lack 
security features is likely to increase risk; switching to modern, secure communication protocols 
decreases risk. The SMEs determined how much these conditions should increase or decrease the 
baseline and chose an adjustment factor accordingly. These adjustment factors determined the 
conditional probabilities.  

Because conditions are selected by the user, it is likely that some will increase risk and others 
will decrease it. Cyber100 Compass tracks this, arriving at amalgams—or combinations— of the 
baseline probabilities plus all conditional probabilities. These amalgams are used to calculate the 
application’s Cyber100 Compass output.  

4.2.3 Distribution of Impact 
Another way that SMEs contributed to Cyber100 Compass back end was by determining the 
distribution of impact for different events. Starting with the assumption that an event has 
occurred, the SMEs determined the relative probability that the event will be low impact, 
moderate impact, or high impact according to the same criteria used by users when determining 
the maximum avoided costs. 

Cyber100 Compass uses this distribution of impact during Monte Carlo simulations to determine 
the range (low, moderate, or high) of each event that happens during the simulation. The exact 
value within the range is then determined by supplying a random value to a function. See 
Appendix B for details.  
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5 Cyber100 Compass Outputs 
Upon completion of all portions of the user inputs, the user will run Cyber100 Compass and 
generate a series of visualizations that show how the user’s system risk compares with their risk 
tolerance. These visualizations, in an easily digestible format, can be shared with decision 
makers and stakeholders to inform future plans and investment decisions.  

If the expected financial losses from different cyberattack events exceed the risk a system is 
willing to tolerate, planners might reconsider and/or adjust upgrade plans by changing the power 
or control elements or by applying additional cybersecurity mitigations. The utility could then 
rerun Cyber100 Compass with the revised plan to see if the expected loss would be more 
acceptable. Cyber100 Compass is intended to be used at multiple stages of a system’s energy 
transition. As such, users have the option to download the information input into Cyber100 
Compass as a CSV file for later use.  

5.1 Application Considerations  
Cyber100 Compass is a desktop application compatible with 64-bit machines running Windows 
10 or higher or macOS.  

The back-end server of Cyber100 Compass is hard-coded to launch on Port 4000. Cyber100 
Compass users will see an error on the front end if there’s another application or service running 
on Port 4000. If that is the case, users will need to close anything running on Port 4000 and 
relaunch the application to view their results and visualizations.  

Note that in the advanced settings of Cyber100 Compass, users may upload any CSV file; 
however, this could result in an error if the file is not specifically formatted for Cyber100 
Compass. It is therefore recommended that users use only CSV files produced by Cyber100 
Compass and avoid uploading other files.  
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6 Summary  
Cyber100 Compass is a novel risk management tool that provides systems planners with 
actionable and quantifiable risk assessments for their clean energy transition and future energy 
systems. Cyber100 Compass will enable system planners to explore the consequences of 
different kinds of cyberattack scenarios without putting any assets or resources at risk. With 
Cyber100 Compass’ assessment, systems planners will be able to make more informed decisions 
to ensure that the next evolution of their energy system is designed with security in mind. System 
planners can repeat the risk assessment process at each phase of their renewable energy 
transition.  
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Glossary 
Term Definition 

Baseline risk  Cybersecurity risks present within a user’s electric system before any 
conditions are applied  

Conditions Any constraints, resources, requirements, controls, or other factors that 
modify the cybersecurity risks of a system’s energy transformation 
plans. In Cyber100 Compass, conditions are presented as a series of 
questions posed to users about their energy transition plans. 

Conditional 
probabilities 

Increases or decreases in risk expressed as probabilities that are applied 
to adjust the baseline risk based on user’s answers to conditions 
questions 

Events Cyber incidents that have physical impacts on operational technology 
systems and networks, for example, a power outage, damage to 
equipment, or the loss of communication leading to the loss of 
generation  

Maximum avoided 
cost 

A monetary value provided by Cyber100 Compass users within the 
events page of the tool. This value describes the highest dollar amount 
a user estimates the organization could lose from a cyber event in a 
given year given certain limiting factors. Maximum avoided costs are 
provided by users at low-, moderate-, and high-impact levels for each 
kind of Cyber100 Compass cyber event.  

Monte Carlo 
simulation 

A mathematical process of repeatedly simulating the outcome of an 
uncertain event or process and then analyzing the outcomes in 
aggregate to draw inferences about the uncertain event or process 

Random seed A model parameter within a Monte Carlo simulation that ensures the 
same series of pseudo-random numbers are used every time a Monte 
Carlo simulation is executed. This ensures that the results will be 
reproducible. 

Risk tolerance  An organization’s willingness to accept certain levels of risk based on 
the financial losses that could occur from cyberattack 
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Appendix A. Cyber100 Compass Use Case  
The following hypothetical use case provides an example of how an organization could use 
Cyber100 Compass to model cybersecurity risks as it integrates large amounts of distributed 
energy resources. This hypothetical use case is not intended to be comprehensive nor cover every 
event or condition that an organization might encounter; it is designed to illustrate how Cyber100 
Compass could be used. 

The situation: System A is a large, investor-owned utility serving more than 1 million customers 
and operating over a large geographic region in the state. The system has ambitious renewable 
energy transition targets (80%–90% renewable electricity and more than 65 GW of annual 
renewable energy capacity by 2050), with a target of achieving 40% overall renewable energy 
and an additional 30 GW of renewable energy capacity deployed by 2030. System A seeks to 
add numerous new options, including the following, some of which the utility will own and 
operate, but most will be owned and operated by third-party entities. System upgrades include:  

• New large-scale solar and wind facilities 
• Electric vehicle charging stations. 

The problem: Given the large number of customers supported by System A, the board of 
directors are increasingly concerned about how their plans to restructure the grid into a system of 
systems (where the constituent systems are operating entities of the different renewable 
resources) will change the cyberattack surface of their future energy system.  

The solution: System A’s board of directors have tasked an employee, Gary, to use a new tool 
from the National Renewable Energy Laboratory—Cyber100 Compass—to understand and 
assess the cyber risks and mitigation strategies for their evolving energy system. Using Cyber100 
Compass will enable System A staff to quantify the cybersecurity risks, and it will allow Gary to 
present those risks to the System A Board members, executive leadership, and external 
stakeholders so that decisions and corrective actions can be made prior to the transition. 

Risk Tolerance 
The utility has already evaluated the risk of cyberattacks associated with System A’s information 
technology (IT) systems. The IT networks are regularly hit with phishing, ransomware, and 
similar attacks, and the utility has a good sense of how much System A spends on average each 
year to recover from these IT events. As the utility transitions to more distributed resources and 
increases automation on their energy system; however, the utility suspects that they are 
increasingly vulnerable to cyberattacks that could cause physical impacts, such as outages, harm 
to equipment, harm to employees, harm to the community, and denial of communications. These 
types of cyberattacks have not yet entered the utility’s risk calculations.  

Gary starts with the utility leadership (the board of directors and the senior executives). Gary and 
the chief risk officer begin a conversation with the operational technology (OT) security team, 
system planners, and other senior executives about risks from cyberattacks that cause physical 
impacts. The goal of this conversation is to determine which total annual costs are acceptable 
across a spectrum of cyberattack probabilities. As total costs increase, the acceptable probability 
of experiencing those costs decreases.  
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To formalize the decision, System A places a series of scenarios before all the stakeholders 
(including the senior executives). Each scenario includes a question. For instance:  

Scenario 1: More than $1,000 
A cyberattack on OT systems results in physical impacts to the grid. The total cost 
to the organization, including lost revenue, recovery, etc., is more than $1,000. 

For this scenario, what is the acceptable probability that a cyberattack costing more than $1,000 
will occur in any given year? Please write the probability as a percentage between 0 and 100.  

Scenario 2 is identical except that the cyberattack would cost System A more than $10,000. 
Scenario 3 introduces a cyberattack costing more than $100,000, and so on. The answers are 
summarized in Table A-1.  

Table A-1. Example of Risk Tolerance Inputs 

Total Costs From Attacks 
More 
than 
$1,000 

More 
than 
$10,000 

More 
than 
$100,000 

More than 
$1,000,000 

More than 
$10,000,000 

Acceptable probability of 
cyberattacks costing this 
amount in any given year 

95% 35% 15% 2% 0.1% 

 
This enables System A to generate the risk tolerance curve shown in Figure A-1. 

 
Figure A-1. Example Risk tolerance curve 

The risk tolerance curve provides a probabilistic risk assessment that helps organizations 
quantify risk. For more information on risk tolerance curves and probabilistic risk assessment, 
see Chapter 3 of How to Measure Anything in Cybersecurity Risk (Greer et al. 2016).  
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Cyber100 Compass will use the values in this section (together with the input values in the next 
section) to create System A’s expected loss curve.  

Events 
The next step is for System A to provide inputs into the events section. These inputs allow users 
to tell Cyber100 Compass the value placed on avoiding certain types of events that could be 
caused by a successful cyberattack. In the resilience space, these values are often called “avoided 
costs.” System A is asked to provide the maximum avoided costs for events given certain 
constraints that define three levels of impact: low, moderate, and high.  

To gather these maximum avoided costs, Gary meets with System A’s finance and risk 
management committee. This committee was convened by the board of directors to manage 
overall risks in its clean energy transition and to oversee large capital investments, including 
those for new operating entities. Together, Gary helps the committee members identify the 
maximum avoided costs of the financial impacts that could occur based on the description of the 
cyber events and their levels of impact as described inCyber100 Compass. 

Conditions  
The next step is for System A to select conditions that it expects to apply to its energy systems in 
the future and which will have an impact on cybersecurity.  

For Cyber100 Compass purposes, conditions describe any constraints, resources, requirements, 
controls, or other factors that modify the cybersecurity risks of System A’s energy 
transformation plans. To gather the necessary input information for Cyber100 Compass, Gary 
must meet with stakeholders internal System A stakeholders as well as external stakeholders.  

For example, to gather information related to the regulatory environment, Gary sets up meetings 
with System A’s government relations office to understand state-level policies that could be 
valuable resources for System A in case of a cyberattack. Several policy practices that are 
implemented in other states could come to System A’s state in the future. Gary will discuss these 
future possibilities with the corporate governance team, which can then leverage their 
relationships with state legislators to discuss any potential critical infrastructure cybersecurity 
policies that might occur within the next 5 years. 

Running Cyber100 Compass  
Gary has now consulted with the appropriate stakeholders, gathered information on System A’s 
current and future conditions, and input this information. Depending on the number of Monte 
Carlo simulations selected, running Cyber100 Compass takes at most a few minutes. Cyber100 
Compass generates a report and visualizations that capture the risk calculations made based on 
Gary’s inputs. Gary collects the reports and creates a cover page summarizing the findings for 
senior executive decision makers.Cyber100 Compass can be run multiple times to test various 
future scenarios and to adjust inputs as conversations with stakeholders evolve.  

Conclusions  
Cyber100 Compass has given Gary and System A an actionable and quantifiable risk assessment 
for their future energy system. System A is now able to make more informed and better decisions 
to ensure that the next stage of its energy system’s evolution is designed with security in mind.  
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System A expects to useCyber100 Compass again in approximately 5 years to quantify the risks 
involved with the following stage of upgrades (the next 5-year increment). At that time, System 
A expects that a new version of Cyber100 Compass will be available to provide even better risk 
insights.  
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Appendix B. Back-End Calculations 
Part of the user input required by Cyber100 Compass is a maximum avoided cost value from 
each event and at each severity level. These user-generated maximum avoided costs are used to 
create the upper bounds of a 90% confidence interval on the loss values, which, in turn, are used 
to calculate the probability distribution parameters for the losses. For any event, suppose a user 
provides the upper bound costs 𝑈𝑈𝑈𝑈𝐿𝐿, 𝑈𝑈𝑈𝑈𝑀𝑀, and 𝑈𝑈𝑈𝑈𝐻𝐻 for the low-, moderate-, and high-severity 
losses, respectively. The lower bounds for these losses are generated byCyber100 Compass. For 
low-severity losses, the lower bound is set as 1% of the user-provided low-severity upper bound. 
For moderate-severity losses, the lower bound is set to the low-severity upper bound. For high-
severity losses, the lower bound is set to the moderate-severity upper bound. This process is 
demonstrated in Table B.1. 

Table B-1. Demonstration of How Cyber100 Compass Turns User-Provided Upper Bounds on Loss 
Values Into Confidence Intervals for Loss Values 

Severity Level 
User-Provided 
Upper Bound 

Cyber100 Compass-
Generated Lower 

Bound 

Cyber100 Compass-
Generated Loss 

Interval 

Low 𝑈𝑈𝑈𝑈𝐿𝐿 0.01𝑈𝑈𝑈𝑈𝐿𝐿 [0.01𝑈𝑈𝑈𝑈𝐿𝐿,𝑈𝑈𝑈𝑈𝐿𝐿] 

Moderate 𝑈𝑈𝑈𝑈𝑀𝑀 𝑈𝑈𝑈𝑈𝐿𝐿 [𝑈𝑈𝑈𝑈𝐿𝐿,𝑈𝑈𝑈𝑈𝑀𝑀] 

High 𝑈𝑈𝑈𝑈𝐻𝐻 𝑈𝑈𝑈𝑈𝑀𝑀 [𝑈𝑈𝑈𝑈𝑀𝑀,𝑈𝑈𝑈𝑈𝐻𝐻] 

 
Monte Carlo Simulation 
A Monte Carlo simulation is the process of repeatedly simulating the outcome of an uncertain 
event or process and then analyzing the outcomes in aggregate to draw inferences about the 
uncertain event or process (Shonkwiler and Mendivil 2009). 

Reproducibility and Random Seeds 
The results of a Monte Carlo simulation depend on stochasticity, or randomness, and generally 
involve the use of a random number generator or random draws from probability distributions. 
Due to this stochasticity, numerical results from a Monte Carlo simulation will be slightly 
different every time the simulation is executed unless a random seed is used to begin the 
simulation. A random seed tells the simulation code to use the same process to generate the 
random numbers every time the simulation is executed, meaning that Cyber100 Compass will 
generate the same random numbers and the results will be reproducible. 

Cyber100 Compass sets a random seed by default and provides this value to users; the seed value 
can also be set or changed by users. This serves two purposes: The first is reproducibility of the 
simulation results, and the second is to allow users to iteratively adjust the conditions being 
applied and view the impact on the simulation results. By setting the random seed before 
changing conditions, all changes in the simulation results are due to the updated conditions rather 
than stochasticity. 

Number of Rounds 
There are no concrete rules for how many rounds to execute in a Monte Carlo simulation. 
Generally, more rounds will provide results that are more stable (vary less from one simulation 
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to another) and more representative of the underlying uncertain process. The upper limit of 
rounds that can be run tends to be determined by the computational time and resources available. 
Within Cyber100 Compass, 100 rounds are executed by default, and users can change this 
number if needed. The developers settled on 100 rounds after performing timed tests of the 
simulation and assessing the change in the overall simulation results as the number of rounds 
increased.  

Probability Distributions 
The procedure for determining the event occurrence, severity, and loss value involves several 
random draws from probability distributions. Event occurrence is modeled with a Bernoulli 
distribution (Bertsekas and Tsitsiklis 2008): 

𝑓𝑓𝑜𝑜(𝑥𝑥;𝑝𝑝𝑜𝑜) = � 𝑝𝑝𝑜𝑜 𝑥𝑥 = 1
1 − 𝑝𝑝𝑜𝑜 𝑥𝑥 = 0 

In this equation, 𝑓𝑓𝑜𝑜 is the probability mass function of the Bernoulli distribution, and 𝑝𝑝𝑜𝑜 is the 
probability that the event will occur. This probability mass function means that when the random 
draw, 𝑥𝑥, from this distribution is equal to 1, the event occurs, and in a single simulated year (one 
round of the simulation), the event occurs with probability 𝑝𝑝𝑜𝑜. The outcome of the random draw 
from a Bernoulli distribution can be thought of as a coin toss with unequal probabilities for the 
two sides of the coin. 

Once an event occurs, a multinoulli, or categorical distribution, models the event severity level 
(low, moderate, or high) (Murphy 2012): 

𝑓𝑓𝑣𝑣�𝑥𝑥 = 𝑠𝑠 | (𝑝𝑝𝐿𝐿,𝑝𝑝𝑀𝑀,𝑝𝑝𝐻𝐻)� = 𝑝𝑝𝑠𝑠, 𝑠𝑠 = (𝐿𝐿,𝑀𝑀,𝐻𝐻) 
 
In this equation, 𝑓𝑓𝑣𝑣 is the probability mass function of the multinoulli or categorical distribution; 
and 𝑝𝑝𝐿𝐿, 𝑝𝑝𝑀𝑀, and 𝑝𝑝𝐻𝐻 are the probabilities that the event will be of low, moderate, or high severity, 
respectively. These probabilities must always sum to 1: 

𝑝𝑝𝐿𝐿 + 𝑝𝑝𝑀𝑀 + 𝑝𝑝𝐻𝐻 = 1 
 
This probability mass function means that once an event occurs, the random draw, 𝑥𝑥, from this 
distribution determines the event severity. The event is of low severity when 𝑥𝑥 = 𝐿𝐿, which 
happens with probability 𝑝𝑝𝐿𝐿; the event is of moderate severity when 𝑥𝑥 = 𝑀𝑀, which happens with 
probability 𝑝𝑝𝑀𝑀; and the event is of high severity when 𝑥𝑥 = 𝐻𝐻, which happens with probability 
𝑝𝑝𝐻𝐻. The outcome of the random draw from a categorical distribution can be thought of as 
drawing one of three differently colored items from a bag, with unequal probabilities of drawing 
each item. 

After determining the event severity, the actual loss value from the event occurrence is simulated 
as a random draw from the lognormal distribution (NIST 2012a): 

𝑓𝑓𝑙𝑙𝑜𝑜𝑠𝑠𝑠𝑠(𝑥𝑥) =
1

𝑥𝑥𝑥𝑥√2𝜋𝜋
𝑒𝑒−

(ln 𝑥𝑥−𝜇𝜇)2
2𝜎𝜎2  
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In this equation, 𝑓𝑓𝑙𝑙𝑜𝑜𝑠𝑠𝑠𝑠 is the probability density1 function of the lognormal distribution, 𝜇𝜇 is the 
mean of the distribution, and 𝑥𝑥 is the standard deviation. The value of 𝜇𝜇 and 𝑥𝑥 are calculated by 
Cyber100 Compass from the user-provided upper bounds on loss values, which are used to 
generate 90% confidence intervals on loss values, as described. The equations for 𝜇𝜇 and 𝑥𝑥 at 
each severity level are given in Table B-1 (Geer et al. 2016).  

Table B-2. Equations for Calculating the Mean and Standard Deviation of the Lognormal 
Distributions Used to Model Loss Values 

Severity Level Mean Standard Deviation 

Low 𝜇𝜇𝐿𝐿 =
ln(0.01𝑈𝑈𝑈𝑈𝐿𝐿) + ln𝑈𝑈𝑈𝑈𝐿𝐿

2
 𝑥𝑥𝐿𝐿 =

ln𝑈𝑈𝑈𝑈𝐿𝐿 − ln(0.01𝑈𝑈𝑈𝑈𝐿𝐿)
3.28971

 

Moderate 𝜇𝜇𝑀𝑀 =
ln𝑈𝑈𝑈𝑈𝐿𝐿 + ln𝑈𝑈𝑈𝑈𝑀𝑀

2
 𝑥𝑥𝑀𝑀 =

ln𝑈𝑈𝑈𝑈𝑀𝑀 − ln𝑈𝑈𝑈𝑈𝐿𝐿
3.28971

 

High 𝜇𝜇𝐻𝐻 =
ln𝑈𝑈𝑈𝑈𝑀𝑀 + ln𝑈𝑈𝑈𝑈𝐻𝐻

2
 𝑥𝑥𝐻𝐻 =

ln𝑈𝑈𝑈𝑈𝐻𝐻 − ln𝑈𝑈𝑈𝑈𝑀𝑀
3.28971

 

 
Simulation Procedure 
Each round of the Monte Carlo simulation represents 1 calendar year. Within a round, each event 
modeled in Cyber100 Compass is tested once to determine if it occurs; if the event does occur, 
then the severity level and corresponding loss value is determined. If the event does not occur, 
that event is not tested again until the next round of the simulation. Each event in Cyber100 
Compass can thus occur at most once during one simulation round (representing 1 calendar 
year), at a single level of severity. Figure B.1 illustrates the overall simulation procedure. 

 
 
1 This is a probability density function because the lognormal distribution is continuous. The Bernoulli and 
multinoulli distributions are discrete—𝑥𝑥 can only take on certain predefined values—so they are represented with 
probability mass functions. 
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Figure B-1. Flowchart of the Monte Carlo event simulation procedure implemented in Cyber100 

Compass 
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