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Background

This slide deck was developed for and presented at an Energy Fundamentals Course hosted by 
the Bangladesh University of Engineering and Technology (BUET) in October 2022. The National 
Renewable Energy Laboratory (NREL) helped organize this course in partnership with the United 
States Agency for International Development (USAID). The students in this four-day course were 
postgraduates and working professionals in the energy sector or related industries in Bangladesh. 
While some of the content in the slide deck is tailored to Bangladesh specifically, this presentation 
is intended to be a general primer on energy security and resilience that can be utilized for similar 
purposes by other universities or organizations throughout the world. The content of this slide deck 
is not intended to be fully comprehensive of all energy security and resilience concepts.  
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Definitions
Resilience: “Ability to adapt to changing conditions and withstand and rapidly recover 
from disruption.”

Robustness
Inherent strength in system to 
withstand external demands 
without loss of functionality

Redundancy
Property that allows for 

alternate options and choices 
under stress

Resourcefulness
Ability to mobilize needed 
resources and services in 

emergencies

Rapid recovery 
Speed at which disruption can 

be overcome and system 
stability restored

Image: Sherry Stout (NREL) Image: Ian Metzger (NREL)

Source: U.S. Department of Homeland Security (2018)
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Grid Reliability Metrics

Source: Joshi and Evers (2020)
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Resilience Planning

Source: Stout et al. (2019)

https://resilient-energy.org/

Figure. Steps of a resilience planning process for the power system

https://resilient-energy.org/
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Identify Threats

1. Assess Existing Conditions
• Integrated resource plans
• Emergency plans
• Maps and geographic data
• Historical data related to disasters, extreme 

conditions, and outages

3. Score Threat Likelihoods

2. Identify Threats

“Anything that can expose a vulnerability and, either intentionally or accidentally, can 
damage, destroy, or disrupt the power system.” 

Source: Stout et al. (2019)

Figure. Examples of threats

Figure. Description of threat likelihood scores
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Define Impacts

“The extent to which a threat affects power sector infrastructure, systems, or processes.”

Source: Stout et al. (2019)

1. Identify impacts on the power sector
• Effect on delivery of power
• Effect on capital and operating costs

2. Identify impacts on the end user
• Effect on health and safety
• Effect on economy

Figure. Examples of 
impacts on the power 

sector

Figure. Examples of 
impacts on the end 

user
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Assess Vulnerabilities

1. Assess Existing Conditions
• Integrated resource plans
• Emergency plans
• Maps and geographic data
• Historical data related to disasters, extreme 

conditions, and outages

3. Score Vulnerabilities

2. Identify Vulnerabilities
• Lack of backup systems and supplies
• Single points of failure in infrastructure
• Location prone to flooding, fire, etc.
• Lack of cybersecurity defenses
• Poorly resourced or undertrained workforce 

“Weaknesses within infrastructure, processes, and systems, or the degree of 
susceptibility to various threats.”

Source: Stout et al. (2019)

Figure. Example of vulnerability statement and score
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Assess Risk

1. Assess Risks
• Determine which threats and 

vulnerabilities are associated

3. Identify levels of risk acceptance

2. Score and Evaluate Risks
• Risk score = Threat likelihood score x 

Vulnerability severity score 

“The potential for loss, damage, or destruction of key resources or power system assets 
resulting from exposure to a threat.”

Source: Stout et al. (2019)

Figure. Example of a risk matrix
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Categories of Resilience Solutions

Long-Term Planning
• Comprehensive community plans, 

threat mitigation plans, watershed 
plans, etc.

Regulations and Policies
• Zoning, subdivision codes, floodplain 

regulations, building codes, etc.

Programs
• Capacity building, land acquisition, low-

income housing, etc.

Technical Projects
• Decentralized backup generation, 

passive stormwater management, 
microgrids, grid hardening, renewable 
energy, etc.

Source: Stout et al. (2019)

OR

OR

Figure. Example of a method to 
prioritize resilience solutions
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Renewable Energy Can Support Security and Resilience

Diversifying the generation mix
– Spatial diversity
– Resource and fuel diversity

Reducing water use
– Reduce vulnerabilities related to 

drought

Enabling modular and rapid 
deployment

– Decentralized power generation
– Locational flexibility 

Islanding
– Reduce vulnerabilities related to 

broader grid outages

Coupling with storage
– Backup power
– Potential to enable black-start 

recovery

Source: Cox et al. (2019)
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Solar PV Resilience

Figure. Wind fence surrounding utility-scale ground-
mount solar PV installation

Figure. Three-framed rail system to support 
rooftop solar PV in hurricane-prone Florida

Source and Images: Elsworth and Van Geet (2020)

Solar PV Pre-Storm Checklists:
https://www.nrel.gov/docs/fy22osti/81
968.pdf.

https://www.nrel.gov/docs/fy22osti/81968.pdf
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Wind Turbine Resilience

Interventions for Cyclone-Proof Wind Turbines:
• Downwind rotors, facing away from incoming 

wind, reduce risk of blades hitting the tower 
during high winds.

• General Electric is deploying cyclone-proof 
turbines with slightly shorter blades to reduce 
mechanical loads on towers and a thicker steel 
base. 

• Twisted jacket foundations for offshore wind can 
increase resilience to strong storms.

Source: General Electric (2018), U.S. Department of Energy (2018), University of 
Colorado Boulder (2022)

Figure. Schematic of select 
interventions for cyclone-proof 

wind turbines
Image: U.S. Department of Energy (2018)



17

Grid Resilience
Vegetation Management Grid Hardening

Source and Images: Joshi and Evers (2020)

Sectionalization
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Microgrids
A group of interconnected loads and distributed energy resources within clearly defined electrical boundaries 
that acts as a single controllable entity with respect to the grid. 

A microgrid can connect and disconnect from the grid to enable it to operate in both grid-connected or island 
mode. Source: U.S. Department of Energy

Figure. Schematic of microgrid with connected loads, generators, and storage
Image: Pew Charitable Trust
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Energy Demand

• Energy efficient loads reduce energy costs 
and fuel consumption, bolstering energy 
security.

• Grid-interactive loads and demand 
response can provide flexibility services to 
the grid to support resilience.

• Demand response: Changes in utility-
supplied electric usage by end-use 
customers from their normal
consumption patterns in response to utility 
signals or controls.

• Demand response can enable targeted load 
shedding when the grid is highly stressed to 
avoid larger and more damaging outages.

Energy Efficiency and Demand Response

Electric Vehicles

Figure. Schematic of electric vehicle (EV) charging modes

Source: Joshi and Logan (2022), Elsworth et al. (2022)

Image: International Renewable Energy Agency (2019)
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National Security
Natural disasters: “Severe weather events like droughts and storms are projected to become more 
intense and destructive; these events can decrease or disrupt supplies and impact energy infrastructure.”

Cyberattacks: “Cyberattacks are becoming more common as the energy sector is becoming more 
automated, digitized, and interconnected.”

Geopolitics: “Interstate conflicts can threaten energy security, and political instability in fuel producing 
nations can impact energy prices.”

Fuel price fluctuations: “Changes in fuel prices can threaten energy security by impacting a nation’s 
ability to purchase fuels.”

Source: Cox et al. (2019)
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Power Sector Cybersecurity

Figure. Schematic of power sector cybersecurity building blocks (solid color boxes are internal to the utility; 
shaded color boxes are external to the utility) 

Source: Martin et al. (2021)
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Electric Vehicle Cybersecurity

Figure. Potential attack vectors in many modern vehicles Figure. Electric vehicle support equipment communications and 
cybersecurity implications

Source and Images: Hodge et al. (2019)
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Thank you!

Prateek.Joshi@nrel.gov
https://www.nrel.gov/usaid-partnership/reinforcing-advanced-energy-systems-bangladesh.html

NREL/PR-5R00-84499

mailto:Prateek.Joshi@nrel.gov
https://www.nrel.gov/usaid-partnership/reinforcing-advanced-energy-systems-bangladesh.html


25

References

Cox, Sadie, Laura Beshilas, and Eliza Hotchkiss. “Renewable Energy to Support Energy Security.” Resilient Energy Platform. Golden, CO: National Renewable 
Energy Laboratory (NREL), United States Agency for International Development (USAID), October 2019. https://www.nrel.gov/docs/fy20osti/74617.pdf.

“DHS Resilience Framework: Providing a Roadmap for the Department in Operational Resilience and Readiness.” Washington, DC: U.S. Department of Homeland 
Security, July 2018. https://www.dhs.gov/sites/default/files/publications/dhs_resilience_framework_july_2018_508.pdf. 

Elsworth, James, Prateek Joshi, and Monisha Shah. “Puerto Rico Demand Response Impact and Forecast Tool (PR-DRIFT): Beta Version.” Presented at the National 
Renewable Energy Laboratory (NREL), Golden, CO, n.d. https://www.nrel.gov/docs/fy22osti/81363.pdf. 

Elsworth, James, and Otto Van Geet. “Solar Photovoltaics in Severe Weather: Cost Considerations for Storm Hardening PV Systems for Resilience.” Technical Report. 
Golden, CO: National Renewable Energy Laboratory (NREL), June 2020. https://www.nrel.gov/docs/fy20osti/75804.pdf.

Hodge, Cabell, Konrad Hauck, Shivam Gupta, and Jesse Bennett. “Vehicle Cybersecurity Threats and Mitigation Approaches.” Technical Report. Golden, CO: National 
Renewable Energy Laboratory (NREL), August 2019. https://www.nrel.gov/docs/fy19osti/74247.pdf.  

Joshi, Prateek, and Alex Evers. “Western Interconnection Data System to Inform Utility Wildfire Mitigation Efforts.” Presented at the Western Interstate Energy Board, 
Stanford University, August 21, 2020. https://www.westernenergyboard.org/wp-content/uploads/2020/08/08-2020-summer-joint-wieb-stanford-intern-project-on-data-
system-to-inform-utility-wildfire-mitigation-efforts.pdf. 

Joshi, Prateek, and Jeff Logan. “Lessons Learned for Rapid Decarbonization of Power Sectors: Collaborative Report from the Clean Energy Ministerial.” Global Clean 
Energy Action Forum (GCEAF/CEM13/MI7). Golden, CO: National Renewable Energy Laboratory (NREL), September 2022. 
https://www.nrel.gov/docs/fy22osti/83951.pdf. 

Martin, Maurice, Tami Reynolds, Anuj Sanghvi, Sadie Cox, and James Elsworth. “Power Sector Cybersecurity Building Blocks.” Resilient Energy Platform. Golden, 
CO: National Renewable Energy Laboratory (NREL), March 2021. https://resilient-energy.org/cybersecurity-resilience/resources/file/@@download/file/79396.pdf. 

Stout, Sherry, Nathan Lee, Sadie Cox, James Elsworth, and Jennifer Leisch. “Power Sector Resilience Planning Guidebook: A Self-Guided Reference for 
Practitioners.” Resilient Energy Platform. Golden, CO: National Renewable Energy Laboratory (NREL), United States Agency for International Development 
(USAID), June 2019. https://resilient-energy.org/training-and-resources/publications/73489-guidebook-final.pdf/@@download/file/73489-GUIDEBOOK-FINAL.pdf. 

https://www.nrel.gov/docs/fy20osti/74617.pdf
https://www.dhs.gov/sites/default/files/publications/dhs_resilience_framework_july_2018_508.pdf
https://www.nrel.gov/docs/fy22osti/81363.pdf
https://www.nrel.gov/docs/fy20osti/75804.pdf
https://www.nrel.gov/docs/fy19osti/74247.pdf
https://www.westernenergyboard.org/wp-content/uploads/2020/08/08-2020-summer-joint-wieb-stanford-intern-project-on-data-system-to-inform-utility-wildfire-mitigation-efforts.pdf
https://www.nrel.gov/docs/fy22osti/83951.pdf
https://resilient-energy.org/cybersecurity-resilience/resources/file/@@download/file/79396.pdf
https://resilient-energy.org/training-and-resources/publications/73489-guidebook-final.pdf/@@download/file/73489-GUIDEBOOK-FINAL.pdf

	Background
	Outline
	1. Resilience Planning
	Definitions
	Grid Reliability Metrics
	Resilience Planning
	Identify Threats
	Define Impacts
	Assess Vulnerabilities
	Assess Risk

	2. Resilience Solutions
	Categories of Resilience Solutions
	Renewable Energy Can Support Security and Resilience
	Solar PV Resilience
	Wind Turbine Resilience
	Grid Resilience
	Microgrids
	Energy Demand

	3. Energy Security
	National Security
	Power Sector Cybersecurity
	Electric Vehicle Cybersecurity

	References



