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Abstract—The current electric grid is transitioning through 
increasing penetration of distributed energy resources (DERs), 
which include intermittent renewable generation resources on 
the distribution side. Both the monitoring and control of DERs 
require extensive data-exchange and communication networks. 
These networks lead to cyber vulnerabilities and risks of new 
kinds of cyberattacks that may be extremely destructive for 
power system operations. Although current standards, such as 
IEEE Std. 1547-2018, do not discuss cybersecurity measures for 
DERs, cybersecurity controls should be developed for securing 
DER systems at the device level, communications level, and 
applications level. This paper discusses the current industry’s 
best practices related to DER cybersecurity and proposes 
recommended functionalities for improving the cybersecurity 
posture of DERs, specifically at the device/distribution level. 
These practical recommendations have been discussed and 
verified with the industry through a DER cybersecurity working 
group.  

Keywords—distributed energy resource, renewable energy, 
cybersecurity, smart grid, communication, standards. 

I. INTRODUCTION

The legacy electric grid was designed for unidirectional 
power flow from large electric machine-based generators 
located far from load centers. This grid was not designed to 
handle multiple sources of distributed energy resources 
(DERs), such as photovoltaic, storage, and wind power. 
Increased implementation of these DERs is transitioning the 
modern grid into accommodating a bidirectional power 
flow [1]. Figure 1 depicts the main trends in modern 
distribution systems, including increased penetration of 
DERs. Monitoring and control of such DERs require data and 
communication to integrate DERs with the modern grid, but 
this oversight also makes DERs vulnerable to cyberattacks, 
which can have destructive impacts on a power 
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distribution system because of lacking built-in security 
controls [2–3]. Recent cyberattacks targeting the Ukrainian 
electric grid [4], shown in Table I, are a prime example of this 
lack of built-in security controls.  

 Although the greater electric grid has been modernized, its 
function remains to provide safe, secure, and reliable 
electricity to consumers. To continue meeting this objective, 
adequate security must be added to these newly installed and 
constantly growing DERs [5]. Overall, cyber vulnerabilities 
can be found at either the generation, transmission, or 
distribution level, though this paper focuses on mitigating 
vulnerabilities at the distribution level.  

TABLE I.  RECENT CYBERATTACKS, MODIFIED FROM [6] 

Year Target 
Source of 

Attack Consequence 

2014 

Monitoring and 
control systems 
of several utili-
ties in United 
States and 
Europe 

Spear phishing, 
Havex malware 
for watering hole 
attack 

Espionage to map 
devices on 
utilities’ computer 
network [7] 

2015 
Ukrainian grid-
control centers 

BlackEnergy3 
malware 

Power outage to 
220,000+ 
customers [4] 

2016 

Pivnichna 
substation 
control systems, 
Ukraine 

Industroyer or 
Crash Override 
malware 

Power outage to 
one-fifth of Kiev 
[8] 

2015–
2017 

Western energy 
sector (United 
States) 

Dragonfly 2.0 
(US-CERT 2018) 

Spear phishing, 
Trojan-ware, 
watering hole 
attacks, and data 
theft [9] 

2018 
Ukraine’s 
chlorine plant 

VPN Filter 
malware 
(prevented 
successfully) 

Data exfiltration 
and espionage [10] 

Table 1 shows some recent cyber and physical attacks on 
the electric grid’s industrial control systems and speaks to the 
urgency of securing all aspects of this critical infrastructure. 
To make the electric grid better prepared against cyber and 
physical threats, several industry standards and guidelines for 
cybersecurity have been developed and established. Existing 
cybersecurity frameworks address some issues related to the 
electric grid as whole, but sufficient guidelines and procedures 
do not exist to help vendors, utilities, aggregators, government 
institutions, and other partners adopt and implement pro-
cedures to secure the data and communications of DERs [6].  
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Fig. 1. Trends in modern distribution systems, including increases of Information and Communication Technology (ICT), cyber-physical interdependency, 
and new vulnerabilities. 

Further, attackers are constantly evolving and finding new 
exploitable vulnerabilities for inflicting cyberattacks. Thus, 
there is a critical need to create an effective and efficient way 
of securing next-generation DERs that will be connected to 
the distribution grid [11–12].  

This paper focuses on: (1) a summary of DER advanced 
functionalities required by IEEE Std. 1547-2018 for 
interconnection of DERs to the grid; (2) a literature review on 
the commonly known and existing cyber vulnerabilities of 
DERs and their possible impact in smart distribution grid 
operation; and (3) a succinct set of recommended DER 
cybersecurity functionalities that can be incorporated to 
improve device-level cybersecurity of a DER. These 
recommendations are based on a consensus developed after a 
year-long discussion with the SunSpec/Sandia DER 
cybersecurity working group and in partnership with utilities, 
vendors, manufacturers, and researchers.  

II. MODERN DER FUNCTIONALITIES AND

CYBER-PHYSICAL IMPACT  

IEEE Std. 1547-2018 is the current standard for intercon-
nection and interoperability of DERs [13]. The modern 
distribution grid with DERs is a cyber-physical system, and 
the impact of cyberattacks targeting DERs can have a cyber-
physical impact. The main objective of traditional DERs was 
to inject active power into the grid, whereas modern DERs 
have several new operating modes to improve the overall 
system operation and efficacy by dispatching active and 
reactive power [14]. If those advanced modes of DERs are 
compromised, the impact on the electric grid can be 
devastating [15–16]. It is important to identify the 
functionalities of a modern DER and know the possible 
impacts if such modes either malfunction or become a target 
of a cyberattack. Following are key operation modes of a DER 
and the possible impact of loss of data integrity for such 
control systems: 

 Constant power factor mode: A DER operates at a
constant power factor value. With appropriate access, an

attacker could change the power factor to an inductive or 
capacitive one that could potentially increase system 
losses, create problems with voltage regulation, and 
reduce the overall power quality of the electric system. 

 Limit active power mode: The amount of active power
that can be injected by a DER is limited to a set point
determined by the operator. An attacker could reduce the
set point of this mode to zero watts. This would reduce
the amount of active power injected into the grid,
therefore impacting grid operation.

 Constant reactive power mode: Similar to the active
power mode, a DER injects a constant amount of reactive
power defined by a set point. By changing the set point,
an attacker potentially could set DERs to inject or absorb
reactive power into the electric grid to cause undervoltage
or overvoltage at the point of common coupling.

 Voltage-reactive power mode (volt-var): A DER is
designed to inject or absorb reactive power, depending on
the voltage level at the  point of common coupling, and to
maintain the voltage limit within the prescribed
boundaries. An attacker could change the voltage-
reactive droop curve to affect the grid voltage, potentially
creating problems with the voltage control application.

 Active power-reactive power mode (watt-var): In this
mode, a DER actively controls the reactive power output
as a function of the active power output, following a
linear active power-reactive power characteristic curve.
An attacker could change this characteristic curve to
create problems with both voltage levels and power flows
into the grid.

 Voltage-active mode (volt-watt): DERs increase or
decrease the amount of active power injected in the grid,
depending on the voltage level at the point of common
coupling. An attacker could change the setting of this
mode to cause undervoltage and/or overvoltage at the
points of common coupling.
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 Frequency droop mode (frequency-watt): A DER
helps to control grid frequency by increasing or
decreasing the amount of active power injected by itself.
An attacker could potentially change the DER droop
curve and affect the electric grid system frequency. In a
worst-case scenario, it could lead to a system frequency
collapse, similar to a cyberattack targeting large
generators in a power system.

Figure 2 summarizes how attackers could inflict multiple
types of damage on the distribution system and its operation 
through a cyberattack. It is important to emphasize that an 
attacker could seize control over just one DER or multiple 
DERs, and the number and size of the hacked DERs in a given 
attack could limit the impact of the consequences from such 
cyberattacks [6]. Further, the opponent could potentially use 
the DERs for malicious lateral movement to map the cyber-
physical electric grid. Although some investigative studies 
have been published that measure the physical impacts on 
smart grids from cyberattacks, many opportunities remain for 
further research in this area [11]. 

Fig. 2.  Potential physical impacts on the distribution systems resulting 
from a data-integrity attack targeting DERs. 

III. DER COMMON VULNERABILITIES AND CYBERATTACKS 

The key security objectives to make a cyber-physical
system safer are integrity, availability, and confidentiality of 
system data and services [17]. An attacker looks for system 
vulnerabilities and makes a deliberate attempt to evade 
security services to gain unauthorized access to system 
information and control of system services. It is difficult to 
identify all possible vulnerabilities of a system, but it is a good 
practice to use security mechanisms to detect, prevent, and 
recover from commonly known threats and vulnerabilities 
[18]. Recent research has identified several security breaches 

and cyber vulnerabilities for DERs. Based on our literature 
review [3], [5–6], [11], [12], [15], [19–23], the following are 
the most commonly known vulnerabilities. 

 Man-in-the-middle (MITM): In a MITM attack, an
opponent gains access over communication systems to
manipulate the data exchanged between two devices in the
system. If the attack is successful, the opponent could
delete, modify, or add data.

 Replay: The objective of this attack is to acquire and
repeat, or delay, valid data from the system to cause
malfunctions.

 Eavesdropping: In this passive attack, the opponent tries
to acquire valid data and information about the system.
Once information has been acquired, the opponent could
use it for other malicious purposes or even other
cyberattacks.

 Spoofing through security certificates: Security certifi-
cates are used to prove ownership of public keys and also
to authenticate a client so he or she can use services from
a server. An attacker with unauthorized access to public
key certificates could potentially gain unauthorized access
to system monitoring and control and perform a data-
modification attack later.

 Denial of service (DoS): In this type of attack, the
objective is to overload the communication network to
limit system availability and therefore prevent authorized
users from having access to the grid monitoring and
control functions. Because control of DERs is centralized,
a DoS attack targeting a distribution utility controller may
leave all DERs of a feeder unreachable, which could lead
to voltage and frequency disruptions.

 Least privilege violation: An authorized system user
should only have access to the information and
functionalities necessary for a specific task. In this type of
attack, an opponent tries to access unauthorized services
to view and manipulate system data. Once the least
privilege principle is violated, the attacker can perform a
data-modification attack.

 Brute force credentials: In this attack, either software or
a human attacker continually attempts to guess the
password or a key on a cyphertext. This attack can be time
consuming. If the password is weak or if the cryptography
has a small key, however, then the attacker has a better
chance of succeeding. If the brute-force credentials attack
is successful, then the attacker could perform a data-
modification attack.

Although this list of vulnerabilities includes the most
common cyberattack threats, it is not exhaustive. 
Cybersecurity researchers continue to identify new 
vulnerabilities and find novel approaches to secure DERs. 

IV. RECOMMENDED DEVICE-LEVEL FUNCTIONALITIES FOR

SECURING DERS 

To increase the electric grid’s cybersecurity effectiveness, 
several industry standards and guidelines for cybersecurity 
have been developed and established. The North American 
Electric Reliability Corporation has  developed cybersecurity
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TABLE II.  VULNERABILITIES OF DER COMMUNICATION PROTOCOLS 

Protocol MITM Replay DoS Eavesdropping Spoofing Data Modification 

SunSpec Modbus X X X X X X 

IEEE 1815 (DNP3) X X X X X X 

IEEE 2030.5 (SEP2) X X 

requirements for critical infrastructure protection. These 
requirements, however, apply only to issues of the bulk power 
system and are not applicable to DERs [24]. Similar, the 
National Institute of Standards and Technology has developed 
a cybersecurity framework, which suggests ways that 
organizations can develop processes to manage system cyber 
risks; however, it does not address cybersecurity risks of 
DERs [25].  

In addition to the aforementioned efforts, other organiza-
tions have developed security standards and guidelines for 
power systems, including: (a) IEC Std. 62351, which provides 
security for information exchange in power systems [26] and 
is widely used in Europe; (b) the U.S. Department of Energy, 
which developed the Cybersecurity Capability Maturity 
Model to provide cybersecurity benchmarks and guidance for 
utilities on effective risk-management processes that consider 
specific organizational requirements and constraints [27]; and 
(c) IEEE Std. C37.240-2014, which provides cybersecurity
requirements for substation automation, protection, and con-
trol systems [28–29].

These security standards and guidelines are all designed to 
address the bulk energy system, and although these principles 
help improve DER security, they do not address the 
particularities of DERs. Attackers are constantly evolving and 
finding new breaches for inflicting cyberattacks. IEEE Std. 
1547-2018 [13] is the most widely used standard in the United 
States for interconnection and operability of DERs, and this 
standard requires specific communication protocols. Thus, 
this paper considers only those communication protocols, 
namely, IEEE Std. 1815 (DNP3), SunSpec Modbus, and IEEE 
Std. 2030.5 (SEP2)/Common Smart Inverter Profile (CSIP). 

Previous research has identified vulnerabilities for many 
different communication protocols. Table II summarizes some 
(but not all) known vulnerabilities for such protocols [30–32]. 
In Table II, the least privilege violation and brute force creden-
tials attack have been combined into “data modification” 
attack, a broader attack category that includes those two 
specific categories. Regarding the protocols, SunSpec 
Modbus is the simplest of the three and has no security 
measures. DNP3 has a few security measures, such as 
authentication and message integrity check. The IEEE Std. 
2030.5 (SEP2) is the only communication protocol from Table 
II that requires and implements cryptography [32], and 
although this protocol is resilient against most of the cyber 
threats listed in Table II, it is not a complete solution for 
known vulnerabilities [23].  

 In related work, several recent research papers have 
detailed strategies to help create an effective and efficient way 
of securing next-generation DERs that will be connected to 
the distribution grid [5], [6], [20], [21], [23], [33–36]. This 
paper specifically focuses on practical cybersecurity 
functionalities for DERs, based on a year-long discussion with 
personnel from utilities, vendors, manufacturers, and 
researchers. These functionalities have been verified with the 

subgroup “DER Devices & Servers” within the 
SunSpec/Sandia DER Cybersecurity Working Group [37], 
[38]. Outcomes of this research effort include the following 
recommended cybersecurity functionalities at the device level 
for DERs; if implemented, these solutions will help protect 
DERs from the vulnerabilities listed in Section III. 

Hardened operating system: Distribution management 
systems at a control center can be connected to other computer 
networks and are vulnerable to several types of cyber threats. 
Outdated software and lack of antiviruses put the system at 
risk of additional vulnerabilities. Using up-to-date firmware 
and operating systems, together with security services and 
software from the control center to DERs and communication 
systems, is a necessary procedure to harden the whole 
Information and Communication Technology (ICT) system. 
In addition, it is good practice to scan the whole 
communication network of the smart distribution system to 
detect connected devices and identify the firmware and 
software status of all DERs. If the software or firmware of the 
DER is not up to date, then it should be updated to the latest 
and most secure version. This measure helps to protect from 
least privilege violation and DoS attacks. 

Roll-back firmware update: Firmware is the driving 
software of the DER, and—as is the case for most software—
it can be updated to newer and improved versions. New 
firmware versions, however, can also have vulnerabilities or 
other security issues. In such cases, the DER should have a 
quick and effective roll-back firmware feature in place, so the 
system can rapidly revert to the previous working firmware to 
limit any possible cyber-physical impact on the electric grid. 

Authentication: This is the process to verify a user’s identity, 
based on known information. Users are granted different 
privileges for accessing system services, based upon their 
authentication. In the DER scenario, this security service is 
extremely important for ensuring that utility personnel, 
customers, and vendors have different privileges for accessing 
the DER monitoring and control systems. This measure helps 
protect DERs from least privilege violation. 

Password management: If a cyber-physical system does not 
enforce use of strong passwords, then the system is highly 
vulnerable to brute force attacks. Thus, a password-
management system can be used as a tool to ensure that all 
users have strong passwords. Another important feature is to 
restrict access from a user that has consecutive failed log-in 
attempts. This measure helps to protect the distribution grid 
from brute force credential attacks and least privilege 
violations. 

Transport layer security (TLS): Transport layer security 
focuses on ensuring secure and reliable communication 
between two hosts in a network. The TLS protocol begins with 
a start request from the client to the server, then continues with 
the exchange of a specific set of messages, known as the “TLS 
handshake.” After the handshake, the two hosts can exchange 
encrypted data. There are many cipher suites available for 
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TLS cryptography, and future research will provide 
recommended suites for DERs. This security protocol ensures 
encryption, authentication, and integrity of data in the trans-
port layer. TLS version 1.2 or 1.3 should be included in DERs. 
This measure helps to protect the DER against MITM, 
eavesdropping, replay, and spoofing cyberattacks. 

Certificate revocation list: Certificate revocation is a 
security mechanism that uses public key infrastructure and 
provides a list of a user certificate status. It indicates whether 
the certificate has been revoked and thus should not be trusted. 
In the DER scenario, this security service is important to 
identify and keep track of devices and users that are no longer 
authorized to access system services. This measure helps to 
protect DERs from least privilege violation, MITM, 
eavesdropping, replay, and spoofing attacks. 

Expired certificate: When a DER is deployed in the field for 
the first time, it receives a certificate that lists the lifespan of 
the device, so it can authenticate its connection with the 
distribution system control center. If the DER becomes 
compromised, this lifetime certificate adds vulnerabilities. To 
avoid these vulnerabilities, the DER main certificate should 
have an expiration date and should be replaced at a specific 
given frequency. This measure helps to protect DERs from 
least privilege violation, MITM, eavesdropping, replay, and 
spoofing attacks. 

Session renegotiation: When a client requests a TLS session 
after a previous session has been established, the standard TLS 
protocol uses stored information from previous sessions to 
skip some steps of the TLS handshake and to make the 
renegotiation of the session faster. This feature, however, 
introduces vulnerabilities to cyber threats. To overcome such 
exposure, we recommend that if a TLS session has been active 
for longer than the maximum period permitted, then it should 
be renegotiated. Session identification resumption is a feature 
that can be used to protect against this type of breach and 
should be a feature of the TLS protocol used for DER 
applications. This measure helps protect DERs from MITM, 
eavesdropping, and spoofing attacks. 

Supply chain: DERs typically incorporate components from 
multiple vendors, creating a complex supply chain. In such 
scenarios, if a single internal device or component is 
compromised, then the whole DER could also be com-
promised. To avoid such security breaches, the entire supply 
chain should be carefully studied, and each component and 
device used for manufacturing DERs should come from trust-
worthy vendors and organizations. This measure helps to 
protect DERs from eavesdropping and least privilege 
violation. 

 Another important aspect of cybersecurity for distribution 
systems is a trade-off between high cybersecurity levels and 
smooth electric system operation. When grid operation 
becomes more complex, there is a possibility of false-positive 
lockups affecting a healthy DER, which could negatively 
impact system operation. Consequently, some utilities choose 
to turn off some DER security functions for the sake of simple 
system operation, but this practice creates vulnerabilities to 
cyberattacks. Finally, it is important to note that even when all 
the cybersecurity functionalities discussed herein are 
implemented, it is impossible to guarantee zero 
vulnerabilities. Rather, these functionalities simply help limit 
vulnerabilities and their cyber-physical impact on DERs and 
distribution systems.  

V. CONCLUSION

     The electric grid is shifting toward a high penetration level 
of DERs, including sources of renewable energy. This trend 
requires an innovative method of distribution system 
operation. The recent IEEE Std. 1547-2018 allows for the 
dispatch of active and reactive power and is the most widely 
used standard in the United States for interconnection and 
operability of DERs. The communication protocols 
recommended by this standard are Modbus, DNP3, and 
SEP2. These ICT standards all have security vulnerabilities, 
but the current version of IEEE Std. 1547-2018 does not yet 
include cybersecurity recommendations.  

This paper summarizes some of the common known 
cyberattacks targeting DERs and the potential impact of such 
attacks on smart grid operation. It also recommends a 
succinct set of DER cybersecurity functionalities that can be 
incorporated to improve device-level cybersecurity of DERs. 
These recommendations are based on a joint effort that was 
developed after a year-long discussion among utilities, 
vendors, manufacturers, and researchers. As a final note, 
vulnerabilities for DERs are related to the communication 
protocols and control features of DERs only. Because the 
communication protocols at transmission level may be 
different, these recommendations are limited to DERs only. 
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