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Background

This slide deck was developed for and presented at an Energy Fundamentals Course hosted by
the Bangladesh University of Engineering and Technology (BUET) in October 2022. The National
Renewable Energy Laboratory (NREL) helped organize this course in partnership with the United
States Agency for International Development (USAID). The students in this four-day course were
postgraduates and working professionals in the energy sector or related industries in Bangladesh.
While some of the content in the slide deck is tailored to Bangladesh specifically, this presentation
is intended to be a general primer on energy security and resilience that can be utilized for similar
purposes by other universities or organizations throughout the world. The content of this slide deck
is not intended to be fully comprehensive of all energy security and resilience concepts.

m“USAID LNREL

=
\%.. Transforming ENERGY



Outline

1. Resilience Planning 2. Resilience Solutions 3. Energy Security
a. Metrics a. Non-technical solutions a. National security
b. Methodology b. Technical solutions b. Cybersecurity

Image: Werner Slocum (NREL)
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Outline

1. Resilience Planning

a. Metrics
b. Methodology

Image: Werner Slocum (NREL)
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Definitions

Resilience: “Ability to adapt to changing conditions and withstand and rapidly recover

from disruption.”

Robustness
Inherent strength in system to
withstand external demands

without loss of functionality

Resourcefulness
Ability to mobilize needed
resources and services in

emergencies

Redundancy
Property that allows for
alternate options and choices
under stress

Rapid recovery
Speed at which disruption can
be overcome and system
stability restored

Image: Sherry Stout (NREL)

Image: lan Metzger (NREL)

Source: U.S. Department of Homeland Security (2018)



Grid Reliability Metrics

SAIFI SAIDI
Number of times each customer, Total amount of time each customer,
on average, experiences on average, is without electric
a sustained power interruption service for a given time period
_ ¥ Total Number of Interruptions Y Customer Interruption Durations
SAIF] = Y Total Number of Customers Served SAIDI = ZTmal Number of Customers Served

CAIDI
Average outage duration if an
outage is experienced (average
restoration time)

CAIDI = Y.(Duration of Interruption x No. of Sustained Customer Interruptions) _ SAIDI

¥ No.of Sustained Customer Interruptions ~ SAIFI
Source: Joshi and Evers (2020)
Fem® =3
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Resilience Planning

O

Identify Threats

Identify the potential
threats to the power
sector and assign

a likelihood score
for each.

D O

Define Impacts Assess Calculate Risks
Describe the Vulnerabilities Evaluate risk, which
effects that threats Determine power is the product of
have on the sector vulnerabilities the threat likelihood
power sector. and assign a severity and vulnerability
score for each. severity score.

Figure. Steps of a resilience planning process for the power system

5 Resilient Energy
& Platform

https://resilient-enerqy.orqg/
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Develop Solutions
Develop and prioritize
resilience action plans
based on impact,
ability to implement,
and cost.

Source: Stout et al. (2019)


https://resilient-energy.org/

|dentify Threats
TH RE ATS “Anything that can expose a vulnerability and, either intentionally or accidentally, can
damage, destroy, or disrupt the power system.”

1. Assess Existing Conditions
* Integrated resource plans
 Emergency plans

3. Score Threat Likelihoods

. Maps and geog raph|C data Threat Likelihood Scores
. . . Threshold Descriptions
» Historical data related to disasters, extreme Categorical | Numerical
Condltlons’ and OUtageS High 9 Almost certain to occur. Historic and frequent
. occurrences.
2. ldentify Threats
Medium- i
Natural Technological Human Caused High 7 More likely to occur than not.
S Infrastructure failure (because of aging, Accidents Medium 5 May occur.
Floods material defects, etc.) Terrorism
Low- 3 Slightly elevated level of occurrence. Possible, but more
Earthquakes Poor workmanship or design Cyberattacks Medium likely not to occur.
Drought Unpredictable loads Political upheaval Low 1 Very low probability of occurrence. An event has the
potential to occur but is still very rare.
Wildfire Water-line disruption impacting
power sector Figure. Description of threat likelihood scores

Wildlife interactions
Stlanfiares Source: Stout et al. (2019)

Figure. Examples of threats o=
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Define Impacts

$ |M PACTS “The extent to which a threat affects power sector infrastructure, systems, or processes.”

1. ldentify impacts on the power sector

- Effect on delivery of power
« Effect on capital and operating costs

Figure. Examples of
impacts on the power
sector

Figure. Examples of
impacts on the end
user

2. Ildentify impacts on the end user
Effect on health and safety
Effect on economy

Generation Transmission Distribution Customer Operations Workforce Financial
'
M OF W <>
I.h == W
Example Reduced Fallen Fallen Loss of power Need to Unable to Cost of rebuilding
Earthauakes generation transmission distribution compensate for access damaged transmission
9 capacity poles poles or cut load imbalance infrastructure due infrastructure, loss
lines to debris blocking of revenue, assets,
access roads production
Population Communications Transportation Government Medical Service
i, Operations
i @
Example Loss of power and Disruption in Increased traffic and Lack of access to vital Lack of power in critical
Strona Winds economic activity communications for accidents due to traffic computer systems for infrastructure
g emergency services light outage governance
Fems B3
(Z,USAID iINREL
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Source: Stout et al. (2019)
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Assess Vulnerabilities

() VULNERABILITIESH

3. Score Vulnerabilities

1. Assess Existing Conditions
* Integrated resource plans
 Emergency plans
 Maps and geographic data
« Historical data related to disasters, extreme

conditions, and outages

2. ldentify Vulnerabilities

Weaknesses within infrastructure, processes, and systems, or the degree of
susceptibility to various threats.”

» Lack of backup systems and supplies

« Single points of failure in infrastructure

» Location prone to flooding, fire, etc.

» Lack of cybersecurity defenses

» Poorly resourced or undertrained workforce

Threats Impacts Vulnerability Statements Severity Scores
Example Damaged poles, Why? Lack of lightning protection on transmission and distribution equipment Medium
Lightning strike power outage ) increases the likelihood of a lightning strike damaging transmission poles,

leading to a power outage.

Figure. Example of vulnerability statement and score

<<<<<
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Assess Risk

R I S K “The potential for loss, damage, or destruction of key resources or power system assets
resulting from exposure to a threat.”

THREATS

1. Assess Risks Figure. Example of a risk matrix
« Determine which threats and
vulnerabilities are associated
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Human Actions: Bad Actors

Extreme Precipitation
Extreme Temperatures

Lightning

Landslides

Flooding
4| Human Actions: Accidents

| Technological Materials

1| Wildfire Interactions
| Technological Design

2 . SCO re an d EV8| u ate Ri S kS Power system rules, regulations, and technical

standards do not meet current and changing

* Risk score = Threat likelihood score x environmental conditions
VUInerab"'ty Severlty Score Corruption leads to code violations

Dam construction does not follow design
specifications

Installation does not follow design specifications

3. ldentify levels of risk acceptance

Lack of compliance with codes in design

System operations are not flexible enough to respond
to changes in demand and supply

v
-
=
—
)
<
-
T}
=
|
=)
S

Demand forecasting is not responsive to changing
load conditions

Heavy power sector reliance on hydro generation

Inadequate domestic generation capacity requires
Source: Stout et al. (2019) costly energy imports
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Outline

2. Resilience Solutions

a. Non-technical solutions
b. Technical solutions

Image: Werner Slocum (NREL)
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Categories of Resilience Solutions

Long-Term Planning

« Comprehensive community plans,
threat mitigation plans, watershed
plans, etc.

Regulations and Policies
« Zoning, subdivision codes, floodplain
regulations, building codes, etc.

Programs
« Capacity building, land acquisition, low-
income housing, etc.

Technical Projects

« Decentralized backup generation,
passive stormwater management,
microgrids, grid hardening, renewable
energy, etc.

Source: Stout et al. (2019)

Figure. Example of a method to
prioritize resilience solutions

= & @
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(for any single system)
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High probability threat with regional impact High cost of implementation

A

Q

Multiple system impacts

<>

Low probability threat with limited impact Low cost of implementation

OR
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Renewable Energy Can Support Security and Resilience

Diversifying the generation mix
— Spatial diversity
— Resource and fuel diversity

Reducing water use

A — Reduce vulnerabilities related to
. drought

Enabling modular and rapid
deployment

:ﬂ — Decentralized power generation
M - Locational flexibility

Source: Cox et al. (2019) éf"%‘%l U s AI D
’ FROM THE AMERICAN PEOPLE
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Islanding

0-_|_ — Reduce vulnerabilities related to
T_. broader grid outages

Coupling with storage
— Backup power

Gj — Potential to enable black-start

recovery
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Solar PV Resilience

)
1. System ;
- No system audit H .
Audit Solar PV Pre-Storm Checklists:
2. Locking nﬁ'éfstigﬁézir;?sel httos:// | /d [fv220sti/81
3. Through
Bollingg Top-down clamps 968 . Qdf
4. Marine- -
Grade Steel 18-8 stainless steel
5. Module Standard modules
Selection (2400 Pa uplift)
6. Three-
Framed Rail Twao-rail racking
System
7. Two-Pier One driven steel
Mounting pier
8. Racking Cold rolled U
Design channel aluminum . .
9 Figure. Three-framed rail system to support
9. Wind- Standard security rooftop solar PV in hurricane-prone Florida
Calming Fence fence
National Electrical | Souyrce and Images: Elsworth and Van Geet (2020)
10. Watertight Manufacturers
Enclosures Association (NEMA)
3 rated
11. Elevated Electronic
) Pads components not on R s : 1
BRI Figure. Wind fence surrounding utility-scale ground-
mount solar PV installation
. Not well-designed = N R E L
12. Drainage drainage systems U U SAI D :’a’l
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https://www.nrel.gov/docs/fy22osti/81968.pdf

Wind Turbine Resilience

Interventions for Cyclone-Proof Wind Turbines:

« Downwind rotors, facing away from incoming
wind, reduce risk of blades hitting the tower
during high winds.

» General Electric is deploying cyclone-proof
turbines with slightly shorter blades to reduce
mechanical loads on towers and a thicker steel
base.

» Twisted jacket foundations for offshore wind can
increase resilience to strong storms.

Source: General Electric (2018), U.S. Department of Energy (2018), University of
Colorado Boulder (2022)

Figure. Schematic of select
interventions for cyclone-proof
wind turbines

@: ],| U SAI D E:E N R E L Image: U.S. Department of Energy (2018)
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Grid Resilience

Vegetation Management

Tree Trimming
. Maintain a certain radial
clearance around poles

. Remove vegetation
overhangs

Inspections

. Patrols sent to survey
distribution system

. Increase in use of LiDAR and
drones

. Identify high-risk trees for
removal

Source and Images: Joshi and Evers (2020)

Grid Hardening Sectionalization

. Circuit is divided into sections
through the opening of remote-
controlled switches and/or
reclosers

. Isolates the fault, thereby limiting
the extent of the outage
Undergrounding

Move overhead cables
underground

Costs ~$1.16M per mile vs.
~$448K per mile for overhead

lines

Devices

. Sectionalizer: self-contained
circuit-opening device

. Used in tandem with protective

Pole Replacement devices such as circuit breakers

«  Strengthen poles to withstand and reclosers Use

heavier covered conductors ) AR e
. Sectionalization is used to

* Replace wood poles with increase distribution system
stronger composite poles reliability because it protects
against all forms of unplanned
outages
HE3
USAID <:NREL
FROM THE AMERICAN PEOPLE Transforming ENERGY 17



Microgrids

A group of interconnected loads and distributed energy resources within clearly defined electrical boundaries
that acts as a single controllable entity with respect to the grid.

A microgrid can connect and disconnect from the grid to enable it to operate in both grid-connected or island
mOde. Ll 2L

O R \: Source: U.S. Department of Energy

Utility grid

I

4 y )
Mlcrognd
b v
2 - 90l s
Commercial Residential Generator Renewables Storage Electric
and industrial vehicles

Figure. Schematic of microgrid with connected loads, generators, and storage

Image: Pew Charitable Trust

w,lUSAID L:NREL

FROM THE AMERICAN PEOPLE Transforming ENERGY 18




Energy Demand

Energy Efficiency and Demand Response

« Energy efficient loads reduce energy costs
and fuel consumption, bolstering energy

security. Electric Vehicles

» Grid-interactive loads and demand
response can provide flexibility services to

the grid to support resilience.

V2H/B = Vehicle-to-home/-building
Vehicles will act as supplement
power suppliers to the home

V1G = Unidirectional controlled charging
Vehicles or charging infrastructure

« Demand response: Changes in utility- adjust their rate of charging
supplied electric usage by end-use
customers from their normal
consumption patterns in response to utility Smart arin s O ing and
S|gnals or ContrO|S returns electricity to the grid

Figure. Schematic of electric vehicle (EV) charging modes

« Demand response can enable targeted load
shedding when the grid is highly stressed to
avoid larger and more damaging outages.

Image: International Renewable Energy Agency (2019)

Source: Joshi and Logan (2022), Elsworth et al. (2022)
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Outline

3. Energy Security

a. National security
b. Cybersecurity

Image: Werner Slocum (NREL)
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National Security

. Natural disasters: “Severe weather events like droughts and storms are projected to become more
YT intense and destructive; these events can decrease or disrupt supplies and impact energy infrastructure.

7

Cyberattacks: “Cyberattacks are becoming more common as the energy sector is becoming more
automated, digitized, and interconnected.”

Geopolitics: “Interstate conflicts can threaten energy security, and political instability in fuel producing
nations can impact energy prices.”

Fuel price fluctuations: “Changes in fuel prices can threaten energy security by impacting a nation’s
ability to purchase fuels.”

< @ [e

Source: Cox et al. (2019)
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Power Sector Cybersecurity

lu-ﬁ“USAID i<NREL
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Laws,
Governance Regulations, &

Cyber-Threat Risk Orpanisatanal Compliance Workforce
Intelligence Management Security Policy Development

POWER SECTOR CYBERSECURITY
BUILDING BLOCKS

Maurice Martin, Tami Reynolds, Anuj Sanghvi, Sadie Cox, and
James Elsworth Technical Incident

Procurement
Controls Response

Cybersecurity
Awareness
Training

National Renewable Energy Laboratory

March 2021

Figure. Schematic of power sector cybersecurity building blocks (solid color boxes are internal to the utility;
shaded color boxes are external to the utility)

N o Source: Martin et al. (2021)
15 R_es?!lent Energy

A product of the USAID-NREL Partnership
Contract No. |1AG-17-2050

wUSAID L:NREL
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Electric Vehicle Cybersecurity

Infotainment System
CD Player
Telematics ¢ AM/FM/Satellite Radio

OBDIi ¢ Dedicated Short Range
Communication (DSRC)

Vehicular Ad Hoc Network (VANET)

Central System  Web Server Application  FTP Servers
Fed RAMP Fed RAMP

Wireless ¢
Bluetooth

Cellular 256-Bit

E ti
Trunk Latch neryption
Sensor

j Reverse
Radar - Sy . : . SN A s ez DC Power . ECU
p” / ’ ——— y AL Gl _ -Digital Signatures
Lidar J : S AC Power
Sonar : ' = EVSE

Visual

Sensors Blackbox Tire Pressure

Meonitoring
System

Figure. Potential attack vectors in many modern vehicles Figure. Electric vehicle support equipment communications and
cybersecurity implications
Source and Images: Hodge et al. (2019)

USAID IINREL
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Thank you!

Prateek.Joshi@nrel.gov

https://www.nrel.gov/usaid-partnership/reinforcing-advanced-energy-systems-bangladesh.htmi
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