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Cybersecurity and 
Distributed Energy 
Resources
This fact sheet addresses cybersecurity for 
distributed energy resources (DERs) and 
identifies best practices in cybersecurity 
governance, technical management of 
cyber-physical systems, and physical 
security. 

Growing Impact of DERs
DERs include wind, solar, battery storage, 
and other small-scale power devices con-
nected at the grid edge. The deployment 
of DERs can support resilience through 
increasing overall and spatial diversity 
of generation resources. For example, a 
natural disaster or terrorist attack may 
remove a large, centralized generation 
facility from service, but dispersed DERS 
will not necessarily be impacted. Further 
enabling resilience, DERs can also be used 
to create “islandable” generation that con-
tinues to operate during outages. Lessons 
learned from widespread or longer 
duration outages have been used to 
inform more resilient DER design, as is the 
case in New Jersey following Hurricane 
Sandy (“New Jersey Board of Public 
Utilities Microgrid Report” 2016). Facilities 
with islanded generation can remain 
powered during a disruption, which can 
be particularly beneficial for critical facili-
ties. Islanding can offer significant value in 
places where transmission or distribution 
systems may experience frequent faults 
caused by aging equipment, long delivery 
distances, shortages of trained staff with 
technical expertise in grid operations, 
extreme weather, or other factors. 

1   The best practices for DER cybersecurity presented here are from the National Renewable Energy Laboratory’s (NREL’s) Distributed Energy Resource 
Cybersecurity Framework (DERCF), which itself draws from many sources. The DERCF is available at https://dercf.nrel.gov.

While deployment of DERs has the 
potential to increase grid resilience, it also 
introduces new challenges to grid cyber-
security. Maintaining stable grid voltage 
and frequency requires entire fleets of 
DERs to work in a coordinated fashion, 
and that requires a control network 
connected to cyber-physical grid-edge 
devices. Both the control network and 
the devices become potential points of 

compromise. Ensuring the cybersecurity 
of DERs is, therefore, a necessary element 
of overall grid cybersecurity, and, thus, 
power sector resilience. 

Fortunately, the cybersecurity best 
practices of many different domains can 
be used to inform DER cybersecurity (see 
Figure 1). Those best practices presented 
below represent a solid foundation for a 
comprehensive DER security program.1 

Figure 1. DER cybersecurity 
benefits from the established 
cybersecurity best practices of 
many domains 

Cyberattacks on the Electric Grid: Recent Examples

Year Malware used Target Goal Reference

2015 Laziok Energy companies 
worldwide 

Information-gathering (Paganini 2015)

2015 BlackEnergy 3 Ukrainian electric 
distribution company

Power outage to 
225,000 customers

(Lee, Assante, and 
Conway 2016) 

2015-
2017 

Dragonfly 2.0 Energy companies in 
the Western United 
States

Information-gathering, 
potential access to 
operational systems 

(Bisson 2017)

2016 Crash Override Ukrainian electric 
transmission substation 

Power outage to one-
fifth of Kiev 

(Greenberg 2017)

2019 Basic hacking 
toolkits

An electric utility in the 
Western United States

Disruption of 
internet-based 
communication

(Marks 2019)
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Cybersecurity and Power Sector Resilience
Power sector resilience is “the ability to anticipate, prepare for, and adapt to changing 
conditions and withstand, respond to, and recover rapidly from disruptions to the power 
sector through adaptable and holistic planning and technical solutions” (“Resilient Energy 
Platform” n.d.). As Table 1 shows, cyberattacks are one type of threat that must be accounted 
for in resilience planning. 

Attacks on the Ukrainian electric grid have demonstrated the ability of cyberattackers to 
disrupt the power sector—in one such attack, 225,000 customers lost power (Lee, Assante, 
and Conway 2016). Cyberattacks must, therefore, receive the same considerations as other 
disruptions regarding planning, response, recovery, and so on; however, unlike many other 
types of disruptions (for instance, a hurricane) cyberattacks are malicious in intent, and the 
risks posed evolve over time. Cyberattackers will change their strategy, develop new tools, 
and choose when they strike—possibly at a time when the system is already vulnerable 
due to another disruption. Malicious intent and adaptability must be accounted for in risk 
analysis and mitigation planning.

Human-CausedTechnologicalNatural

Table 1: Categories of Power System Threats

DER Cybersecurity 
Governance 
The cybersecurity governance pillar 
focuses on principles, policies, and 
practices. Although managers and 
administrators are primarily responsible 
for cybersecurity decisions and proce-
dures, everyone in the organization needs 
to carry out these practices to protect the 
organization effectively. Guidance in this 
area is drawn from the 10 domains of the 
U.S. Department of Energy’s Electricity 
Subsector Cybersecurity Capability 
Maturity Model (ES-C2M2); three example 
domains are: 

Risk management: Recognizing and 
documenting current and potential 
risks to DER systems is imperative to 
decreasing and managing threats. An 

organization should develop a cyberse-
curity risk management plan for its overall 
site, focusing on preventing unauthorized 
access to its informational technology 
(IT) and operational technology (OT) 
platforms.

Asset management and network 
topology Maintaining an up-to-date 
catalog of IT and OT assets is an important 
practice for standard operations and 
during a potential cybersecurity attack. 
Furthermore, proper segmentation of 
the IT and OT environments prevents an 
attack on one system from impacting  
the other. 

Managing supply chain risks: 
Monitoring an organization’s external 
supply chain and technology vendors is 
also critical to protecting a DER system. 

Compromises to cybersecurity from 
outside the organization could be unin-
tentional or malicious, and recognizing 
potential vulnerabilities is an important 
part of an organization’s risk management 
framework.

DER Cyber-Physical 
Technical Management
The cyber-physical technical manage-
ment pillar is concerned with limiting 
electronic access to an organization’s 
systems and devices. Restricting unnec-
essary entry is an important cybersecurity 
practice;  areas of concern include:

Access control: For both local and 
remote system and device use, the 
principles of access control include 
least privilege (where users can access 
system resources only to accomplish their 
assigned tasks), role-based asset control 
(where user access to system resources 
is defined by job duties), and two-factor 
authorization (where users must supply 
a second form of identification to access 
the system).

Third-party interactions: An organiza-
tion’s interaction with cloud data storage 
and web-based technologies must be 
closely monitored. Organizations should 
be aware of the contents of agreements 
and documentation with third-party 
vendors and retain positive relationships 
with these providers in case of disruptions 
to the system from cyberattacks.  

Logging and alerts: Logging of system 
and application events can help identify 
cyberattacks as they happen and aid 
in performing forensic analysis after an 
attack. A useful solution is to structure 
logs that trigger alerts when certain 
behaviors occur. These alerts can be 
designed to activate based on the use of 
a device, a specific threshold of use, or an 
extreme action.



DER Physical Security 
The physical security pillar focuses on 
the importance of security controls that 
defend the physical infrastructure of DER 
organizations. Physical security is an orga-
nization’s first line of defense and should 
include the following three components:

Holistic security and contingency 
planning: An organization should have a 
strong, layered security plan that covers 
monitoring of the physical security system, 
response, and recovery procedures, 
and the roles and responsibilities of key 
personnel. The plan should also include 
countermeasures to increase cybersecurity 
if physical security measures fail.

Intrusion detection and prevention: 
A second foundational layer comprises 
specific security controls to prevent 
intruders or unauthorized personnel 
from gaining access to the system. 
This includes security for the property’s 
boundaries (e.g., fencing, gates, and 
barricades) and entry into buildings and 
other access points. Organizations should 
have monitoring capabilities (e.g., motion 
detectors, security cameras, and guard 
patrols) that can verify threats quickly and 
help improve response times.

Site-supportive equipment: Backup 
equipment, such as generators and 
high-quality cabling, should be located 
on-site to allow DER systems to keep 
running continuously in the event of an 
intrusion or other disruption.

Securing DERs is one part of grid 
cybersecurity. To effectively secure the 
grid, system operators must imple-
ment organization-wide cybersecurity 
programs that address both enterprise 
security and security for industrial control 
systems. The latter includes security for 
centralized generation and the commu-
nication networks that support control of 
remote devices, as well as timely software 
updates and applications that monitor 
the system for cyber intrusion. While 
this fact sheet covers DERs specifically, 
planning for cybersecurity across the 

entire power system is crucial. The “More 
Resources” section below provides publi-
cations that support broader cybersecurity 
planning efforts. 

Resilient Energy Platform
The Resilient Energy Platform helps 
countries and localities address power 
system vulnerabilities by providing 
strategic resources and directing country 
support to enable planning and deploy-
ment of resilient energy solutions. This 
includes curated reference material, 
training materials, data, tools, and 
direct technical assistance in planning 
resilient, sustainable, and secure power 
systems. Ultimately, these resources 
enable decision makers to assess power 
sector vulnerabilities, identify resilience 
solutions, and make informed decisions 
to enhance energy sector resilience at a 
range of scales, including local, regional, 
and national. To learn more about the 
technical solutions highlighted in this fact 
sheet, visit the Resilient Energy Platform 
website at: https://resilient-energy.org/.
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